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Phé duyét Pé an phat trién hoat dgng rng dung cong nghé thong tin
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HOQI PONG TRUONG TRUONG PAI HQC Y DUQC THAI BINH

Céin cir Lugt sira doi, bo sung mét s6 diéu ciia Ludt Gido duc Dai hoc s6 34/ 201 8/QHI14
ngay 19/11/2019 ciia Quéc hoi nuée Cong hoa xa héi chii nghia Viét Nam,

Can cir Nghi dinh 56 99/201 9/ND-CP ngay 30/12/2019 ciia Chinh phii quy dinh chi
tiét va huéng dén thi hamh mét sé diéu cia Ludt sia déi, bo sung mot s6 diéu ciia Ludt
Gido duc Pai hoc,

Can cu Quyet dinh s6 3862/0D-BYT ngay 04/9/2020 cia Bé truong Bo Y té vé viéc
cong nhén Hpi dong tru’ong Truong Dai hoc Y Dwgc Thdi Binh nhiém ky 2020-2025;

Cén cir Nghi quyét s6 1 8/NO-HDTYDTB ngay 24/9/2021 cia Hoi dong trzfong Truong
Dai hoc Y Duge Thdi Binh vé viéc ban hanh Quy ché Té chirc va hoat dong cua Truong
Dai hoc Y Duoc Thdi Binh,

Can cit To trinh 56 645/TTr-YDTB ngay 02/7/2024 cua Hi¢u trucng Truong Dai hoc Y
Dugc Thdi Binh vé viéc phé duyét Dé én phdt trién hoat dong ung dung cong nghé thong tin
Truong Dai hoc Y Dugc Thdi Binh; Bdo cdo tham tra va dé xudt cia Ban Déo tao va Khoa
hoc cong nghé;

Cdn cik Nghi quyét Phién hop lan thir 18 6 1 39/NO-HDTYDTB ngay 23/7/2024 ciia Hoi
déng truong Truomg Pai hoc Y Duoc Théi Bink, nhiém ky 2020-2025.
QUYET NGHI:

Piéu 1. Phé duyét kém theo Nghi quyét nay Bé an phat trién hoat dong tng dung
cong ngh¢ théng tin Truong Pai hoc Y Dugc Thai Binh, giai doan 2022-2025.

Piéu 2. Nghi quyét c6 hiéu luc ké tur ngay ky ban hanh.

Piéu 3. Hoi dong truong giao Hiéu trudng Nha trudng trién khai thuc hién Nghi
quyét nay dam bao ding quy dinh cua phap luat;

Céc thanh vién Hoi dong truong, Ban Giam sat, Ban Dao tao va Khoa hoc cong ngh¢, Ban
Tai chinh va Co s& vat cht giam sét viéc thuc hién Nghi quyét nay theo quy dinh./.

TM. HQI PONG TRUONG
CHU TICH

Noi nhin:
- Nhu Diéu 3;
- Dang uy;
- Luu: VPDU, VPHDT.
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I. THONG TIN CHUNG VE PE AN
1. Can ctr phap ly

- Nghi quyét s6 36-NQ/TW ngay 01/7/2014 cia B Chinh tri vé ddy manh ung
dung, phét trién céng nghé thong tin dap tng yéu cau phat trién bén vitng va hoi nhap
quéc té;

- Nghi quyét s6 52-NQ/TW ngay 27/9/2019 ctia Bd Chinh tri v& mot sé chi
trrong, chinh sach chi dong tham gia cudc Céch mang cong nghiép 1an thir tu;

- Quyét dinh s6 749/QD-TTg cua Thu tuéng Chinh phu: Phé duyét "Chuong
trinh Chuyén déi sé qudc gia dén nam 2025, dinh huéng dén nam 2030";

- Quyét dinh s6 06/QD-TTg ciia Thi tuéng Chinh pha: Phé duyét Pé 4n phat
trién tmg dung dir liéu vé dan cu, dinh danh va xé4c thuc dién tir phuc vu chuyén ddi sb
qudc gia giai doan 2022 - 2025, tAm nhin dén nam 2030;

- Luét Giao dich dién tir s6 51/2005/QH11 ngay 29/11/2005 ctia Qudc hoi nuéc
Cong hoa x4 hoi chu nghia Viét Nam;

- Luat Coéng nghé thong tin sb 67/2006/QH11 ngay 29/6/2006 ciia Qubc hoi
nude Cong hoa xa hdi chi nghia Viét Nam;

- Luat An toan thong tin mang sb 86/2015/QH13 ngay 19/11/2015 cia Quéc
h6i nude Cong hoa x4 hoi chu nghia Viét Nam;

- Ludt An ninh mang s6 24/2018/QH14 ngay 12/06/2018 ciia Quéc hdi nude
Cong hoa xa hoi chu nghia Viét Nam;

- Ludt Gido duc dai hoc s6 08/2012/QH13 ngay 18/6/2012 ctia Quéc hoi nude
Cong hoa x4 hoi chil nghia Viét Nam; Luat stra d6i bd sung mot sb diéu cua Luat Gido
duc dai hoc s 34/2018/QH14 ngay 19/11/2018 cua Qudc hoi nuéc Cong hoa xa hdi
chu nghia Viét Nam;

- Nghi dinh sé 64/2007/NP-CP ngay 10/4/2007 cua Chinh phu vé ung dung
cong ngh¢ thong tin trong hoat dong ciia co quan nha nudc;

- Nghi dinh sé 85/2016/NP-CP ngay 01/7/2016 cia Chinh phu vé bao dam an
toan hé théng thong tin theo cip do;

- Nghi dinh sé 73/2019/ND-CP ngay 05/9/2019 ctia Chinh phi vé& quén ly dau
tu tmg dung cong nghé thong tin sir dung ngudn vén ngén sach nha nudc;

- Nghi quyét sb 26/NQ-CP ngay 15/4/2015 cta Chinh phti vé& viéc ban hanh
chuong trinh hanh déng cta Chinh phi thuc hién Nghi quyét 36-NQ/TW ngay
01/7/2014 ctia Bo Chinh tri Ban Chap hanh Trung wong Dang Cong san Viét Nam vé
ddy manh tmg dung, phat trién cong nghé thong tin dap ung yéu ciu phét trién bén
vitng va hoi nhap quéc té;

- Quyét dinh sé 131/QD-TTg ngay 25/01/2022 cta Tha tuéng Chinh phu phé
duyét Dé an “Tang cuong tmg dung coéng nghé thong tin va chuyén ddi sé trong gido
duc va dao tao giai doan 2022-2025 , dinh huéng dén niam 203 0”;

- Thong tu 56 53/2014/TT-BYT ngay 29/12/2014 cia B6 Y té vé quy dinh diéu
kién hoat dong y té trén moi trudng mang;
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- Théng tu sb 39/2017/TT-BTTTT ngay 15/12/2017 cia B§ Thong tin va
Truyén thong vé ban hanh danh muc tiéu chuan k§ thuat vé Ung dung cong nghé thong
tin trong co' quan nha nudc;

- Théng tu 6 03/2020/TT-BTTTT ngay 24/2/2020 ciia B6 Thong tin va Truyén
thong quy dinh vé lap dé cuong va dy toan chi tiét dbi véi hoat dong ung dung cong
nghé thong tin st dung kinh phi chi thuong xuyén thudc ngudn vén ngén sach Nha
nudc;

- Quyét dinh s§ 742/QD-BTTTT ngay 22/4/2022 ciia Bo trudng Bo Thong tin
va Truyén thong vé viéc ban hanh yéu cdu an toan co ban déi véi Phin mém ndi bo;

- Quyét dinh s6 1688/QD-BTTTT ngay 11/10/2019 cia B truéng Bo Thong
tin va Truyén thong vé viéc stra ddi, bd sung Quyét dinh sb 2378/Qb-BTTTT ngay 30
thang 12 ndm 2016 cua B truéng Bo Thong tin va Truyén thong cong bd dinh mirc
chi phi quan ly du 4n, chi phi tu vin dau tu ing dung cong nghé thong tin sir dung
ngudn vén ngan sach nha nudc;

- Quyét dinh s6 4888/QD-BYT ngay 18/10/2019 ciia Bd truéng Bo Y té phée
duyét dé an Umg dung va phat trién cong nghé thong tin y té thong minh giai doan 2019
- 2025;

- Quyét dinh sb 6085/QD-BYT ngay 30/12/2019 cia B truéng Bo Y té ban
hanh Kién trac Chinh phi dién tir B§ Y té, phién ban 2.0;

- Quyét dinh s 5065/QD-BYT ngay 03/11/2021 ciia B§ truéng B Y té ban
hanh b tiéu chi tng dung cong ngh¢ théng tin tai cc truong dai hoc, cao dang truc
thudc Bo Y té;

- Nghi dinh s6 40/2020/ND-CP ngay 06/4/2020 ctia Chinh pht quy dinh chi tiét
thi hanh mét s diéu ciaa Luat Pau tur cong

- Quyét dinh s6 3862/QD-BYT ngay 04/9/2020 ciia Bo truéng Bo Y té vé viéc
cong nhén Hoi dong truong Truong Pai hoc Y Duge Thai Binh nhiém ky 2020-2025:

- Cong vin s6 3593/BYT-K2DT ngay 27 thang 6 nam 2024 vé viéc ddy manh
chuyén ddi sb va trién khai P2 4n 06 tai cdc co quan, don vi trong nganh y té;

- Nghi quyét s6 33/NQ-HDTYDTB ngay 18/5/2022 ciia Héi dong Truong Pai
hoc Y Duoc Thai Binh vé viéc phé duyét Pé 4n chuyén déi sb cia Trudng Pai hoc Y
Duoc Théi Binh giai doan 2022-2025 ’

- Can ctr nhu cau thuc € vé trién khai ung dung cong nghé théng tin tai Truong
Dai hoc Y Dugc Théi Binh;

Can ¢t cdc can cwr phép Iy khac c6 lién quan.

2. Tén ciia hoat dong irng dung cong nghé thong tin

Pé 4n phét trién hoat dong g dung coéng nghé thong tin Trudong Pai hoc Y
Dugc Thai Binh
3. Pon vi sir dung ngin sach

Truong Pai hoc Y Dugce Thai Binh




4. Thoi gian thuce hién

Nam 2024 - 2025
5. Dia diém thuc hién

Dia chi: Truong Pai hoc Y Dugc Thai Binh; sb 373 Ly Bo6n, Thanh phé Thai
Binh, tinh Thai Binh.

6. Loai ngudn vén

Quy phat trién hoat dong ctia Nha trudong va cac ngudn vén hop phap khac.
7. Pon vi lap dé an va du toan chi tiét

Thu vién va Trung tdm cong nghé thong tin thugc Truong Pai hoc Y Duoc
Théi Binh
8. Tong du toan
6.023.500.000 vnd (Sdu 1y khéng tram hai mwoi ba triéu ndm trdm nghin dong).

9. Dy kién hiéu qua dat dwge

Viéc dau tu mot hé théng cong nghé thong tin hoan chinh, bao gbm ha tang
phan cling va céc phin mém ing dung néng cao hiéu qua quan ly, phat huy hiéu qua
lam vi€c, tang cudng kha ning phuc vu hoc vién, sinh vién cuia nha trudng, giup can
bd nhén vién, gidng vién nha truong hoan thanh t6t nhiém vu dugc giao.

Hiéu qua vé giai quyét cong viée

- Quy trinh giai quyét cong viéc dugc thuc hién chi yéu trén mang may tinh
lam giam thoi gian xtr Iy, giam stc lao dong cho can by cong nhan vién, gidng vién,
tang hi€u qua lao dong trong toan truong.

- V6i vige Iuu trir thong tin lién tuc va sap xép c6 hé thdng, cac thong tin can
thiét vé qua trinh giai quyét cong viéc s& dugc cung cép ddy du, chinh xac va kip thoi
theo yéu cau phuc vu céng tic diéu hanh cta lanh dao va céc hoat dong xir ly cong
vi€c cua giang vién, chuyén vién;

- Hinh thanh théi quen lam viéc va giai quyét cOng viéc trén mdi trudng mang
may tinh;

- Kiém soat cdng viéc can thuc hién, hd trg phéi hop cdng viée véi céc bo phén
khéac dugc nhanh chéng, chinh x4c.

Hiéu qua vé quan ly

- Lanh dao c4c phong theo dai duoc tinh hinh giai quyét cong viéc @& c6 thé chi
dao kip thoi, thong sudt cong viéc cta don vi

- Kho dir liéu dién tr véi lvu luong Iuu trir 16n phuc vu dd nhu ciu khaj thac
thdng tin ctia cdc nha quan Iy.

- Cac phuong thirc, cong cu, tién ich trong hé théng hd tro cac dbi trong nguoi
dung sir dung thong tin mot cach hiéu qua nhét.
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- P& 4n trién khai thanh cong s€ gitip cho cong tac quan ly, chi dao, didu hanh,
hoach dinh chinh sach duogc chinh x4c, sat véi thuce té va mang lai hi€u qua; Gilp ning
cao vai tro quan ly, dinh huéng cia ban lanh dao nha truong, gitp lién két dir liéu chat
ché gitra cac phong ban churc ning, khoa, bo méon trong trudng.
Hiéu qua vé xa hdi

Hé théng quén tri nha trudng, sau khi dugc dau tu sé g0 bo khodng céch dia ly,
mang lai co hoi binh déng cho nguoi day, nguoi hoc, nha quan Iy va phu huynh. Giup
cho nguoi day va nguoi hoc, phu huynh c6 thé tiép céan cac chinh sach, cac dich vu cia
nha truong mot cach nhanh chéng, mang lai nhiéu thuan loi hd tro ngudi hoe cling nhu
nguoi day thong qua cac thiét bi thong minh.
IL. SU'CAN THIET THU'C HIEN
1. Co' céu t6 chiie, chife ning, nhi¢m vy ciia Trwong Dai hoc Y Duwgc Thai Binh

Phén hiéu Pai hoc Y khoa Thai Binh 12 tién than cta Trudng Pai hoc Y Dugc
Théi Binh, dugc thanh 14p tai Quyét dinh sé 114/CP ngay 23/7/1968 ciia Hoi dong
Chinh phit va ngay 24/1/1979, Héi déng Chinh pha ban hanh Quyét dinh sé 34/CP
chuyén Phén hiéu Pai hoc Y khoa Thai Binh thanh Truong Pai hoc Y Thai Binh.
Ngay 11/11/2013, Truong dugc Thii tuéng Chinh phi ky Quyét dinh sé
2154/Qb-TTg vé viéc ddi tén Truong Pai hoc Y Thai Binh thanh Truong Pai hoc Y
Dugc Thai Binh.
* Nhiém vu
- Pao tao ngudn nhan lue thugc nhém nganh khoa hoc sirc khoé & trinh do dai
hoc va sau dai hoc cho dit nude va cac nudc Lao, Campuchia, Moé-dam-bich, Han
Qudc. Pao tao trung c4p chuyén nghiép, cac vin bang, ching chi khéc theo nhu cau xa
hoi. Tuyén sinh va quan ly ngudi hoc. Phat hién va bdi dudng nhan tai, tham gia cac
hoat déng x4 hoi.
- Nghién ctru khoa hoc, phat trién cong nghé, két hop dao tao vé6i nghién ciru
khoa hoc, san xuét, dich vu khoa hoc cong nghé trong linh vuc y sinh hoc va mét s
linh vuc khéc ¢6 lién quan.
- Thyc hién cac chuong trinh, dy 4n vé chim séc strc khoé nhén dan.
- Dao tao va phét trién doi ngil gidng vién cla truong dua vé sb luong, dat tiéu
chudn vé& chét lwong, can ddi vé co cAu trinh dd, nganh nghé, tudi va gioi.
* Doi ngil cén bd va co chu td chic
Do6i ngii VC, r‘1guc‘yi lao dong ctia Nha truong hién c6 523 nguoi, trong do 455
vién chirc, 68 hop dong lao dong theo N 111/2022/ND-CP.
V& d6i ngii giang day: C6 364 ngudi; Ty 1€ giang vién c6 trinh d6 sau dai hoc dat
87,4% (01 Giao su, 18 Phé gido su, 54 Tién s1, 30 CKII, 209 Thac si, 06 CKI)
Ngoai ra, Truong con cé trén 300 can bd ¢6 hoc ham, hoc vi Gido su, Phé Gido
su, Tién si va trinh do sau dai hoc 1a gidng vién thinh giang thudc céc co sé thuc hanh
cua Nha trudng va cac Bénh vién, Vién dau nganh.
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Co céu td chirc cua Trudng hién nay gbm: Pang uy, Hoi dong truong, Ban Giam
hiéu, Hoi déng Khoa hoc va Dao tao, 11 phong/ban, 07 trung tdm, 02 don vi (Thu vién,
Tram Y té); 06 khoa (31 b mon thuge khoa), 18 bd moén. Bénh vién Pai hoc Y Thai
Binh 12 bénh vién cong 1ap tu dam béo toan bd chi thudong xuyén, truc thude Truong.

Cac td chirc doan thé: Coéng doan, Doan Thanh nién, Hoi Sinh vién, Hoi Cuu
chién binh, Hoi Cuu gido chtre, Hoi Thé thao.

* Céc cp bc va nganh dao tao

- Dao tao dai hoc: Bac sT da khoa hé chinh quy 6 nim, Bac si Y hoc cb truyén
h¢ chinh quy 6 ndm, Bac si y hoc du phong hé chinh quy 6 nim, Bac si da khoa dinh
huéng nhi khoa, Bac s dinh huéng phép y, Duoc si dai hoc hé chinh quy 5 nam, Cur
nhan diéu dudng hé chinh quy 4 nim, Ctr nhan y té cong cong hé chinh quy 4 nam,
Dugc si dai hoc hé chinh quy 5 ndm, Béc si da khoa hé lién thong 4 nam, Duoc s dai
hoc h¢ lién théng 4 nim, Cir nhan diéu dudng 4 nam hé vira lam vira hoc va K thuat
x€ét nghiém Y hoc.

- Pao tao sau dai hoc: Tién si Y hoc du phong, tién si y té coéng cong, chuyén
khoa cép II quan ly y té, Chén thuong chinh hinh, N¢i téng hop, Noi tiéu hod, San phu
khoa, Ngoai téng hop, Ngoai tiéu hod, Y hoc cd truyén, Rang ham mat. Thac siy té
cong cong, Y hoc Dy phong, Dinh dudng, Noi khoa, Ngoai khoa.

- Bac sindi tra chuyén nganh Noi, Ngoai, Y hoc ¢b truyén, San phu khoa

+ Béc sT chuyén khoa ca‘ip I: Noi, Ngoai - Chén thuong, San phu khoa, Nhi,
Truyén nhiém, Da lidu, Tai Miii hong, Mét, Rang Ham Mit, Y hoc ¢b truyén, Y hoc
du phong, Y té cdng cong, Thén kinh, Gdy mé, An toan thuc phém, chan doan hinh
anh.

- Dao tao chimg chi ngoai ngit: Tiéng Anh, Phép; Tiéng Trung; Tin hoc.

* Quy m6 dao tao

Hang ndm, Nha truong c6 luu luong sinh vién, hoc vién sau dai hoc 1a trén
7.000 hoc vién, sinh vién cac hé dao tao khac nhau.

* Nghién ctru khoa hoc

- Linh vuc nghién ciru: Nghién ciru co ban; nghién ctru ung dung va trién khai
k¥ thudt méi; nghién ctru y hoc du phong vay té cong cong; nghién ciru vé dao tao.

Trong nhiing nam t6i nha trudng chu trong cac nghién ctru chuyén siu va uvu
tién hai miii nhon: Céng nghé Sinh hoc di truyén, sinh hoc phén tir va Dugc hoc.

Sé dé tai KHCN va cong bd khoa hoc hang nam:

+50 - 70 dé tai cip co s& mbi nam;

+2-5 dé tai KHCN cép tinh, Bo va twong duong;

+ 100-150 bai bdo khoa hoc trong nude

+40-60 bai bao khoa hoc cong bd qubc té.

P
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2. Hién trang tinh hinh Wng dung cdng nghé thong tin tai Truwong Pai hoc Y Dwoe
Thai Binh

2.1. Hi¢n trang vé ha t(fng cong nghé thong tin
Hé théng mang ctia Nha truong hién c6 03 mang cuc bd (LAN) v6i 05 may chu,
494 mdy tram, c6 tudng lira va hé thong Switch két ndi cac Phong, Khoa, B6 mén, C6
hé théng wifi mién phi duoc lép dat tai khu vuc thu vién va khu nha A.
23 : s

/ : ; . \
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Hinh 1. M6 hinh hién trang hé théng ha tcfng hién tai

- Core Switch cta Truong dit tai phong méy chu tdng 1 toa nha A (VLANI).
Tir phong may chu ¢6 cac duong cap quang nodi bo két ndi dén cac bd chuyén mach
phan phéi ctia céc toa nha B (VLAN2) va nha C (VLAN3). Tt switch phan phéi ctia
mdi tda nha két ndi dén switch céc tng ciia mdi tda nha dé cung cap két néi mang
internet va st dung phén mém duoc cai dat tai cac may chu.

- Hién tai, cdc may chi chua dugc quan ly tap trung vao mdt noi ma con nim
rai rac & cac toa nha gay khé khin cho cong tic quan tri can quy hoach tap trung vé
phong médy chu dé quén 1Iy.

- Internet d4u vao cta nha truong c6 2 duong két ndi tr hai nha mang VNPT va
Viettel. Tuy nhién, hé théng ha ting hién tai chua c6 chirc nang cin bang tai cho hai
dudng internet ddu vao din t6i chua téi wu duoc viéc cung cip internet cho toan
truong khi c6 su ¢b xay ra déi véi mot trong hai dudng truyén internet.

- Thiét bi tuong Ira trung tdm: Tuong lira Cyberoam 500 hién tai da 13 thoi,
thuong xuyén bi treo anh huéng dén hé théng mang cua toan trudng do phéin cung
khong con hd tro tir hang, khéng mua dugc license dé bao v€ hé théng khéi su tin
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cong mang, virus, khong thé phat hién xam nhap bét hop phap tir bén ngoai va téc do
truy cap chdm khéng dam bao cho cac hoat dong CNTT hién tai cua truong. Nha
trudng can trang bj thiét tuong Itta méi dé dam bao an toan, an ninh théng tin.

- Hé thdng Iuvu trit ctia truong: nha trudng dang dung NAS dung luong 4TB,
dung dé backup dit liéu céc hé théng may chu. Vi nhu céu luu trir dir li€u ngay cang
16n, nha truong can trang bi hé théng Ivu trit dé Iuu trir dix liéu SAN téc do cao, dé
nang cip, mé rong vé sau nhim déap tmg nhu ciu luu trir dit liéu ctia nha truong.

- Switch core s luong 01 chiéc, mua tir nam 2016, hién da cii. Khong ¢ hd trg
hé théng LAN 1én dén 10GB, nén x4y ra tinh trang nghén béng thong cuc bo.

- Hién tai nha truong c6 5 server dang str dung cho muc dich van hanh web, thu
vién dién tt, hé thdng dao tao truc tuyén (elearning) va phan mém quén ly dao tao. Dé
cai dat phan mém quan ly nha trudong chudn bj dau tu, hién chua c6 mdy chu dé van
hanh. Vi vy, nha truong cin trang bi méi 1 may cht ¢6 ciu hinh manh & thuc hién
a0 hoa, quy hoach va cai dit hé théng phén mém méi nhim dap ‘g nhu cau quan ly
cua nha trudng.

Danh muc thiét bi hién tai ciia phong may chu

TT Tén thiét bi lllﬁm So Muc dich sir Tinh
2 dau tr | lwgng dung trang
I |Hé théng may chi
1 [Méy chi IBM X3500 M4. 2010 2 Chay Hé thong Da ci,
C4u hinh: thu vién sd, web hoat
truong dong
CPU: Intel® Xeon® kém
Processor E5-2620;
Memory: 1 x IBM 8GB;
HDD: 2 x 300GB SAS 2.5"
2 [Méy chu HP DL380 Gen 10 2019 2 |Chay phén mém| Hoat
CAu hinh: day' hoc  truc dong tbt
tuyén  (Moodle
CPU: E5'2650V4 Eleaming)
RAM: 32Gb
HDD: 3x900GB SATA
3 |May cha DELL T430 2016 1 Chay phin mém Dang
CPU:Intel Xeon E5-2620 v3 quanly ddotao | sir dyng
RAM: 16Gb
HDD: 2x 300Gb
n]
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II |Thiét bj mang
4 |Tudng ltra Cyberoam 500 2016 1 |Béo vé hé théng| Da hét
mang license,
hang ko
con hd
tro,
khong
con s
dung
5 |Switch Core Cisco 3850 2016 1 Switch cho ving| Dang
Server Farm. su dung
6 [Switch L2 Telesis 2017 6 Switch L2 cho| Dang
cic ting. su dung
7 |Thiét bi Iuu trit NAS Buffalo 2016 1 4TB, luu trir dit| DPang
liéu su dung
8 | Thiét bi UPS APC 2017 1 [Cép ngudn dién| Dang
du phong cho hé| st dung
théng Server,
switch

2.2. Hi¢n trang vé phin mém

Hién nay, nha truong c6 6 phdn mém duoc tai trg, tr xdy dung va dau tu xay
dung, chay dgc 14p v6i nhau bao gdm:
- Phin mém ké toan — Misa;

- Phan mém QLDT BSCEMIS Student:

- Phdn mém dao tao theo nién ché, tin chi - CMC;
- Phan mém quén 1y thu vién dién tir tich hgp VILAS (Quan Iy Iuu théng tai
liéu hién c0 tai thu vién);
- Phin mém Thu vién Kipos Digital (Quén ly tai liéu sd);
- Phdn mém hoc truc tuyén Moodle.

- Phan mém khao thi

Cu thé, hién trang cé4c phén mém da dugc tai tro, tu xay dung va dau tu xay
dung cua nha truong dugc tong hop nhu sau:

BSCEMIS Student

di yéu ciu cong

viéc

méi; phan mém

nang nang cap

hét khAu hao

i A A Nim = T,
TT Tén phan mém dau fur Hién trang Ghi chua
1 |Phan mém ké toan - | 2000 Phan {ném dang van
Misa hanh 6n dinh
2 |Phin mém QLDT| 2007 | Chua dap tmg day | Quan Iy dao tao thuc

hién theo cic qui ché

duoc

xdy dung trén nén tang
da cii, khong c6 kha

, lién

thong dir liéu; con nhiéu
cong doan lam thu cong;
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TT Tén phé’in mém dI;I:Tlr Hién trang Ghi chu

3 | Phin mém dao tao| 2016 |Chua ddp mg ddy | Quan ly dao tao thug
theo nién ché, tin di yéu céu cong | hién theo cic qui ché
chi - CMC viéc moi; phén mém duoc

x4y dung trén nén tang
dd cii, khong c6 kha
ning nang cép, lién
thong dit liéu; hét khau
hao

4 | Phdn mém quan ly | 2010 |Chua dép ung ddy | Phdn mém duoc  xay
thu vién dién tir tich da yéu cau cong | dung trén nén tang da
hop VILAS (Quan viéc cli, khong c6 kha ning
ly luu thong tai liéu nang cap, lién théng dit
hién ¢6 tai thu vién) liéu; con nhi€u cong

doan lam thu cong; hét
khau hao

5 | Phan mém Thu vién | 2015 | Chua dap tng day | Phin mém chua c6 day
Kipos Digital (Quan did yéu cau cong |-dd cac Module con
Iy tai liéu sd) viée nhiéu céng doan lam tha

cong; hét khiu hao

6 | Phan mém hoc truc | 2018 | Pang si dung Nha truong tu trién khai
tuyén Moodle cho sinh vién hoc tap va

hién tai van dang st
dung.

7 | Phan mém quan ly | 2018 | Pang sir dung Nha truong tu trién khai
va td chuc thi tric kh6 c6 kha nang nang
nghiém cap, lién thong di lidu

8 | Phan mém‘quén ly | 2024 | Pang sir dung Bit diu sur dung, chua
h6é so minh chung 0 danh gia toan dién
va hd trg viét bio
cao tu danh gia

Céc phan mém da duge dau tu dang giai quyét dugc mot phan céc nghiép vu
hién tai ctia cac bd phan chuyén mon nhung déy la cac giai phép riéng 1¢, van hanh doc

1ap, thiéu lién két, ké thira dix liéu giita cac don vi phong ban, gay kho khan trong cong
tac van hanh, quén ly, téng hop s6 liéu va ra quyét dinh. Cuy thé nhu sau:

+ Cong tac tuyén sinh: Phong Dao tao chi import danh sach sinh vién sau khi
nhap hoc vao phin mém Dao tao dé xu ly tiép tuc. Do phan mém trudce day dau tu
chua c6 cong cu gitp nha truong thuc hién cong tac tuyén sinh online.

+ Quy trinh nhap hoc: Nha trudong dang thuc hién cong tac nhap hoc cho sinh
vién méi bang hinh thirc thi cong tai truong va di liéu chua lién thong v&i phin mém
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Dao tao. Do phan mém trude day dau tu chua co cong cu giup nha truong thuc hién
cong tac nhap hoc online cho sinh vién méi.

+ Quy trinh phtic khdo: Phan mém hién tai chua c6 chirc ning hd trg quan Iy va
xtr ly céc yéu cau phuc khéo cia sinh vién.

+ Sinh vién chua biét dugc tién d6 hoc tap cita chinh minh. Phin mém hién tai
chua c6 chirc nang dé sinh vién nhan thong bao thay dbi vé lich hoc, lich thi, cc thong
tin truyén thong gilta nha truong véi sinh vién, gilta giang vién véi sinh vién. .

+ Céc dich vu cong phuc vu cho sinh vién chua dugc sb hoa lién ket v6i phan
mém hién tai cu th& nhu: D& nghi in bang diém; dé nghi x4c nhan dang hoc tai
truong. ..

+ Dir liéu nhéan sy chua duoc két ndi truc tiép gitra phan mém nhan su v6i phan
mém dao tao va céc phan mém khac.

+ Hoc truc tuyén: dang phu thudc vao giéng vién tao phong sau do g&i lich hoc
cho sinh vién va phong dao tao. Chua c6 phdn mém lién théng véi phdn mém dao tao
dé kiém so4t lich va lién théng tir dir liéu thoi khoa biéu tir phong Dao tao.

+ Dt liéu sinh vién giira phong dao tao vai phong tai chinh ké toan chua duogc
két ndi theo thoi gian thyc dan dén xay ra nhidu trucmg hop sinh vién da dong hoc phi
nhung chua cdp nhat kip thoi trang thai 1én phan mém dao tao dé xép lich thi..

Pé dap ing nhu ciu quan ly, Nha trudng dé xuéit dau tu xdy dung phan mém
quan Iy nha trudong, bd sung cac chirc nang phan mém chua c6 hodc thay thé phan
mém da duoc x4y dung nhung kho néng cép. Can cir didu kién thuc té, nam 2024 Nha
truong lya chon xay dung cac phén hé duédi ddy, trong nhing nim t1ep theo, nha
truong tiép tuc nang cip, mo rong céac chirc nang con lai ctia phin mém tong thé quan
tri nha truong.

STT Tén phén hé Hién trang Pé xuit
1 Quan 1y ddo tao dai hoc Khé nang cép Thay thé
2 Quaén ly nhéan su Chua c6 B6 sung
3 Phan mém thi tréc nghiém Khé nang cip Thay thé
4. Quan 1y tai chinh Chua c6 B sung
5 Quan trj hé thong Chua co B6 sung
2.3. Hién trang vé nguén nhan luc cong nghé thong tin

- Truong Pai hoc Y Duoc Thai Binh 13 co s& dao tao nguén nhén lyc thudc
nhom nganh khoa hoc sttc khoé & trinh d9 dai hoc va sau dai hoc cho dit nuéc va hai
nudc ban Lao va Campuchia va Mé-dam-bich, Han Qudc va céc vin bang, chimg chi
khac theo nhu ciu xa hoi. Tuyén sinh va quan ly ngudi hoc. Phat hién va boi dudng
nhén tai, tham gia cac hoat déng x hoi.

- V6i xu huéng nén cong nghlep 4.0, viéc tng dung cong nghé thong tin dang
dugc ng dung vao moi mit cia doi séng x4 hoi. Trude thuc trang d6, toan thé can bo




15

vién chirc clia nha truong ludn khong ngirng nang cao kién thic vé cong ngh¢ thong
tin bén canh nhitng kién thirc chuyén mon dé c6 thé nang cao hiéu qua trong cong viéc.

- Hién tai, Nha truong c6 téng cong 523 can b vién chire. Trong d6, sb lugng
can bd vién chirc chuyén nganh cong nghé théng tin c¢6 16 ngudi. S6 luong can bd
vién chire ¢6 ching chi tin hoc vin phong can ban, toan truomng hién c6 452 cén bd
vién chuec.

- Hién nay, Nha truong da thanh 1ap don vi Thu vién va Trung tdm cong nghé
thong tin véi doi ngii nhan sy hién tai c6 10 can bd vién chirc trong d6 c6 03 can bd
CNTT. DPon vi Thu vién va Trung tim cong nghé thong tin thyc hién chuyén trach
quéan 1y vé cong nghé thong tin cua toan trudng (quan tri vé hé thdng cac phin mém,
hé théng may chud, mang...), ddm bao viéc van hanh, Umg dung cong nghé thong tin
dugc thong sudt va hiéu qua.

- Bén canh d6 phin mém quan ly nha truong dugc xdy dung huéng dén da
ngudi ding va khong yéu ciu ngudi st dung c6 trinh d cong nghé thong tin cao. Do
do, véi doi ngii can bo vién chirc ctia nha trrong hién tai (trén 90% c6 Chimg chi tin
hoc cén ban) hoan toan c6 thé tiép nhan va st dung phin mém phuc vu cong viéc.

2.4. Bio dim an toan thong tin, die liéu

* Thu vién va Trung tdm cong nghé thong tin

Chiu tradch nhiém dam bao an toan thong tin truyén dan va dir liéu truyén dan
trén hé théng mang cua Nha truong. Viéc bao quan, sao luu dir liéu dugc thuc hién
trén may chu dat tai phong may chu. Trung tdm Thong tin va Thu vién ¢6 trach nhiém
ap dung céc bién phdp dam bao an ninh, bao mat nhimng thong tin trén hé théng mang
cua Nha truong.

* Nguoi sir dung

Phai chiu trach nhiém hoan toan vé cac théng tin do minh cung cép lén mang.
Phai tu bao vé méat khiu truy nhap cia minh va chiu trach nhiém vé viéc sir dung mat
khau dé truy nhap va cung cép théng tin. Nguoi str dung khong duge phép cung cép tai
khoén va mat khiu ctia minh cho nguoi khac. Céc hanh vi gid mao dia chi thu dién tir,
tAn cong cac mdy chu, tham do, cai dit cac phan mém #n trdm mat khau sé& bj xir ly
theo qui dinh hién hanh.

Déi véi cac don vi, ¢4 nhan st dung céc phin mém nghiép vu phai ty bao quan
va chiu trach nhiém vé thong tin, bao méat dit liéu cua don vi.

Nghiém cim st dung hé théng CNTT truong vao muc dich chéng lai Nha nudc,
Nha trudng, gy rdi an ninh, chinh tri, kinh té, trat tu, an toan xa hdi, vi pham thuan
phong my tuc ctia dan toc. Nghiém c4dm viéc chuyén nhugng, cho thué, ban lai dich vu
mang cua Nha truong duéi bat ky hinh thire nao.

* Phong, chong Virus tin hoc
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Thu vién va Trung tdm Cong nghé thong tin quét Virus tin hoc dinh ky cho cac
may chu (Server) sir dung tai phong may chi va thudng xuyén cdp nhat cdc chuong
trinh chdng Virus, cac ban sira 15i hé théng méi nhat dé cai dat cho cac may chu.

- Can by, cong chirc, sinh vién, hoc vién thudc Nha truong cé trach nhiém tuan
thu céc bién phap phong va chéng Virus may tinh. Moi dir liéu tir c4c thiét bi luu trix
bén ngoai va tir Internet déu phai duoc quét diét Virus trude khi sir dung. Nhimg may
tinh phat hién c6 Virus phai dugc tach khoéi mang vé mit vt Iy dé tranh tinh trang lay
nhiém sang céc may tinh khac

2.5. Nhu cdu ciia nguwoi ding doi véi hé thong phin mém

Dé dap ing nhu cdu quan ly, dao tao Nha truong dé xuit dau tu xdy dung phan
mém quan Iy nha trudong, bd sung cac chuc nang phan mém chua c6 hodc thay thé
phan mém da duge xay dung nhung khé ning néang cép. Can ¢t diéu kién thuc té, nam
2024 Nha tru’ong lua chon xay dung 5 phan hé dudi day, trong nhirng nam tlep theo,
nha trudng tiép tuc nang cip, md rong cac chirc nang con lai ciia phan mém tong thé
quan tri nha trudng.

STT NOI DUNG bVT
Phin mém QUAN LY NHA TRUONG NAM 2024
1 Phan h¢ quin Iy dao tao cdc hé va cdc bdc dao tao Phdin hé
1 Quan ly chuong trinh khung Module
2 Quan ly dé cuong mén hoc Module
3 Quan ly 16p hoc Module
4 Quén Iy hé so ngudi hoc Module
5 Quan ly hanh kiém - khen thuéng - ky Tujt Module
6 Quén ly hoc béng Module
7 Quan ly d6i tuong chinh sach, mién giam, tro cép xa hoi Module
8 Cong cu hé tro xép thdi khoa bidu Module
9 Xép thoi khéa biéu, lich thi i dong Module
10 Chim cong bdo giang Module
11 Quan ly dang ky hoc phan Module
12 Quan ly diém s, két qua hoc tap Module
13 T4 chire thi tap trung Module
14 Xét tién do hoc tap Module
15 Quan Iy chuén dau ra Module
16 Xét tot nghiép Module
17 | Xét cép cac loai chimg chi Module
18 Quy déi gio chuén cua giang vién Module
19 Cdng thong tin giang vién Module
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STT NOI DUNG bvVT
21 Cbng théng tin sinh vién Module
21 Quan ly dao tao sinh vién hoc nganh 2 Module
I Phdn h¢ quén Iy nhin sw, quén Iy danh gid KPI va thi lao giang day Phan hé
1 Quan ly Hop ddng lao dong Module
2 Quaén ly Hd so nhan sy Module
3 Quan ly céac Quyét dinh (B4 nhiém, Mién nhiém, Quy hoach, ...) Module
4 Quan ly Pang, cong tac X4 hoi, Ké khai tai san can bd Module
5 Chém céng theo diém danh (phan mém) Module
6 Quan ly luong cdn ban Module
7 Quan ly lrong ting thém Module
8 Quan ly céc ché d6 bao hiém, thué TNCN va BHXH Module
9 Quan ly nhan sy thinh giang Module
I Phan hé quan ly khio thi Phén hé
1 Quan ly ngén hang b6 cau hdi Module
2 Quan ly ra dé thi Module
3 T4 chic thi gidy va chdm thi gidy Module
4 T6 chire thi truc tuyén Module
v Phén hé quin Iy tai chinh hoc vu Phan hé
1 Quan ly thu - chi Module
2 Tich hop cbng thanh toan, ngan hang Module
3 Tich hop phan mém héa don dién tir Module
A% Qudn tri h¢ thong va phan quyén nguwoi dung Phan hé
1 Quan tri hé théng va phén quyén ngudi dung Module

3. Muc tiéu, quy mé, sw can thiét thire hién hoat ddng ing dung CNTT.

3.1. Muc tiéu

Xay dung phin mém phuc vu céng tic quan ly Trudng Dai hoc Y Duoc Thai
Binh theo hudng tép trung, hién dai, cung cip céc dich vu cdng truc tuyén phu hop vai
md hinh quan Iy hién tai huéng t6i twong lai cia Nha truong va mua bé sung thiét bi
cong nghé thong tin dé cac hé théng thong tin ciia Truong c6 thé hoat dong thong subt,
an toan, bao mat.
3.2. Quy mo

- X4y dung phan mém quéan ly Nha trudng bao gdm 5 phén hé vai céc chirc
nang quan ly timg chuyén muc, dép ng mot s6 nhu clu st dung co ban ctia nha
trudng, gdm céc phén hé quan 1y nhan su tién luong, quan ly dao tao, quan ly khao thi
quan ly tai chinh va quén tri hé théng.

>
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STT | NOI DUNG PVT
Phin mém QUAN LY NHA TRUONG NAM 2024
I | Phin hé quan Iy dao tao cdc hé va cdc bdc dao tao Phan hé
1 | Quén ly chuong trinh khung Module
2 | Quéanly dé cuong mon hoc Module
3 | Quanly 16p hoc Module
4 | Quan ly hd so ngudi hoc Module
5 | Quén ly hanh kiém — khen thuéng — ky luat Module
6 | Quan Iy hoc béng Module
7 | Quan ly ddi twong chinh séch, mién gidm, tro cép x4 hoi Module
8 | Cong cu hé trg xép thoi khoa bidu Module
9 Xép thoi khéa biéu, lich thi tuy dong Module
10 | Chdm cong bdo giang Module
11 | Quén ly dang ky hoc phan Module
12 | Quan Iy diém sé, két qua hoc tap Module
13 | T chuc thi tap trung Module
14 | Xét tién d6 hoc tap Module
15 | Quan ly chuin diu ra Module
16 | Xét tét nghiép Module
17 | Xét cp cac loai chirng chi Module
18 | Quy dbi gi® chuan clia gidng vién Module
19 | Céng thong tin giang vién Module
21 | Céng thong tin sinh vién Module
21 | Quan Iy dao tao sinh vién hoc nganh 2 Module
Phan hé quin Iy nhan su, quan ly ddanh gia KPI va thit lao gidng
/4 Phan hé
day ]
1 | Quanly Hop dﬁng lao dong Module
2 | Quan ly Hb so nhan su Module
3 | Quan ly cac Quyét dinh (Bb nhiém, Min nhiém, Quy hoach, ...) Module
4 | Quan ly Dang, cdng tdc Xa hoi, Ké khai tai san can bd Module
5 | Chim cong theo diém danh (phén mém) Module
6 | Quén ly luong cin ban Module
7__| Quén ly Iuong ting thém Module
8 | Quén ly cdc ché d6 bao hiém, thué TNCN via BHXH Module
9 | Quén ly nhan sy thinh gidng Module
III | Phin hé quin Iy khao thi Phan hé
1 | Quan Iy ngén hang b cau héj Module
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STT | NOI DUNG bVT

Quan ly ra dé thi Module

3 | T6 chirc thi gidy va chdm thi gidy Module

T4 chire thi truc tuyén Module

IV | Phan hé quan ly tai chinh Phén hé

1 | Quén ly thu - chi Module

2 | Tich hop cong thanh toan, ngén hang Module

3 | Tich hop phan mém héa don dién ti Module
V | Qudn tri h¢ thong va phin quyén nguéi ding Phiin hé

1 | Quan tri hé théng va phan quyén nguoi dung Module

- Mua bd sung thiét bi cong nghé thong tin dé cac hé théng thong tin cua
Truong c6 thé hoat dong thong sudt, an toan, bdo mét gf‘)m cac mdy chu, thiét bi bao
v€ mang (firewall), thiét bi Iuu trir.

?,(1), Tén tai san cin mua Don vi tinh S6 lrgng
1 | May chu Bo 1

2 | Thiét bi luu trit dit liéu (SAN) Bo 1

3 | Thiét bj bao vé mang (Tuong Iira) B6 1

3.3. Suw can thiét thuc hién

Vé co s& ha ting va phin mém hé théng: Dé duy tri su hoat dong 6n dinh hé
théng CNTT nhim néng cao hi¢u qua lam viéc clia can bo giang vién, déap trmg nhu cau
ngudi hoc va dam bao chét luong dao tao clia Trudong. Truong dai hoc Y Duoc Thai
Binh cin diu tu, nang cap, bd sung cac trang thiét bi phén ctng va phan mém hé théng
theo ndi dung d& xuét 1a can thiét va cép bach.

Vé phin mém ng dung: Nham muc tiéu gidi quyét tinh hinh hién tai cling nhu
xdy dung duogc hé thong phin mém tong thé dé Lanh dao nha trudong c6 thé theo doi
sat nhimg hoat dong, tir d6 c6 nhing chi dao kip thoi, nhanh chéng; d6i ngii can b
chuyen mén c6 thé thuc hién cong viéc hi¢u qua... thi viéc tmg dung hé thdng phén
mém quan ly nha truong 1a can thiét. Giai phap phin mém phai lay hoat dong dao tao
lam trung tdm, cc hoat dong khéc sé xoay quanh truc dao tao, tao thanh khéi dir liéu
tap trung, théng nhét.

Khi ung dung phin mém thi cong viéc s€ dugc van hanh theo mét ludng quy
trinh khép kin, diéu nay sé thuc ddy cac phong ban, khoa dao tao tich cuc phéi hop
lam viéc clng nhau; di liéu chung cta nha trudng dugc truyén tai mot cach thong subt
va dong nhét, giam dugc chi phi thudng xuyén, dap tmg duoc cac yéu cau trong kiém
dinh chat lugng gido duc trudong dai hoc va kiém dinh céc chuong trinh dao tao trong
Nha truong.
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Thuc té d4 chi ra mot sb van d& con ton tai trong qua trinh ng dung hé thong
cdng nghé thong tin chua déng b tai cac don Vi s€ xdy ra tinh trang sai s6t trong khau
vén hanh. Tuy nhiing sai s6t nay c6 thé xir ly bing quy trinh quan ly bén ngoai nhung
s& gdy mét thoi gian, cong stc cling nhu chi phi phat sinh khéng déng co.

Trén co s& x4c dinh cac yéu cau, nhu ciu quan ly cua Nha truong thi danh muc
cac ndi dung da liét ké & trén 1a dap tng t6t. M3i module sé dong vai tro 1a mot mét
xich, giai quyét timg vn dé cy thé trong chudi quy trinh quéan Iy ctia nha truong. Hé
théng pha hop cho mét don vi trudng véi nhidu bac dao tao, mang lai hiéu qua cao vé
mit quéan Iy va kinh té.

Khi h¢ théng phan mém dugc du tu, van hanh én dinh s& hd trg nha truong tiét
kiém duoc chi phi vé nhan sy, thoi gian, vat chét, d6 tin cdy thong tin & mirc cao; cung
cap dugc dif lidu tirc thdi cho nha Lanh dao;

Déi véi viée khai thac phan mém sau chuyén giao:

- Lanh dao: c6 thé tra ciru cac thong tin bdo cdo kip thoi, nhanh chéng, chinh
X4c vao moi thoi diém;

- Can bd chuyén moén, gidng vién: c6 thé van hanh phan mém thanh thao, tiét
kiém thoi gian, gidi quyét cong viéc trén phan mém hiéu qué;

- Cén bd quan tri: ndm bit ro vé quy trinh hoat dong ctia phan mém, c6 thé khic
phuc kip thoi cac su ¢d nhé (15i thao tac, 15 ky thuat vén hanh...), ddm bao hé théng
vén hanh 6n dinh trong thoi gian dai;

- Can bd quan ly ky thuat: ndm bét duge ciu tric phan mém, méi quan hé glua
cac phan hé/ khéi dit liéu trong phan mém, c6 kha nang xur ly c4c 16i lién quan dén ciu
tric hé thdng, c6 kha ning phat trién thém céc tinh nang quan ly theo yéu cu ctia nha
truong sau khi nhén chuyén giao hé théng.
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L. THUYET MINH PHUONG AN, GIAI PHAP KY THUAT, CONG NGHE

1. Danh muc cic quy chuén, tiéu chuin ky thuat dwgc ap dung

Tuan thi quy dinh tiéu chuén k§ thuat ing dung CNTT trong co quan nha nuéc
ban hanh kém theo Thong tu s6 39/2017/TT-BTTTT ngay 17/12/2017 cta B Thong
tin va Truyén thong, bao gdm:

TT Loai Ky hi¢u Tén day du : Quy dinh
ti€u chuan | tiéu chuan cuiatiéu chuan ap dung
1 Tiéu chuan vé két ndi ,
. |HTTPvLI Hypertext : Transfer I’Bat bude
11 Truyén siéu Protocol version 1.1 ap dur}g .
van ban HTTP v2.0 Hypertext - Transfer I’(huyen nghi
Protocol version 2.0 ap dung
FTP File Transfer Protocol Bat budc ap
dung mét
HTTP v1.1 petiext . Tamsferlp o b
A A Protocol version 1.1 o 2
12 Tmyen tép tiéu cI}uan .
tin HTTP v2.0 Hypertext . Transfer I,(huyen nghi
Protocol version 2.0 ap dung
WebDAV Web-bgsed Dls.trxb.uted I'(huyen nghi
Authoring and Versioning | 4p dung
Triin. RTSP Real-time Streaming I,(huyen nghi
e Tidn Protocol ap dung
b & Real-time Transport | Khuyén nghj
1.3 ‘| '8m RTP Broboi .
thanh/hinh rotoco Ia(ph s =
anh RTCP Real-time Control Protocol | - o1 Ngnl
ap dung
Truy cap va : 2 :
145 ohia sél-dit.) ODatavd Open Data Protocol version {(huyen nghi
lie 4.0 ap dung
iéu
Truyén thu | SMTP/ srle Ma} | Transfer Bit budc
125 dien tir MIME Protocol/Multipurpose el
; Internet Mail Extensions Pz
Cung chp | POP3 Post.Ofﬁce Protocol Bat bu(%c ap
. version 3 dung ca hai
dich vu truy * x
1.6 cin I i Internet Message Access fieu  chuan
d:P oP IMAP 4revl Protocol version 4 revision | d6i véi may
ién tr :
1 chu
17 Truy cép LDAP v3 Lightweight leectory I’Bat budc
thu muc Access Protocol version 3 | 4p dung
1.8 QICh VP DNS Domain Name System ]’3at buge
tén mién ap dung
Giao van o z x
1.9 | mang cé két | TCP Transmission Control 1,3at budc
néi Protocol ap dung
1.10 Qao Yan UDP User Datagram Protocol I,Bét Buge
mang khong ap dung
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rr |Loai Ky hi¢u Tén day dii Quy dinh
tiéu chuan | tiéu chuan cuatiéu chuan ap dung
két ndi :
IPv4 Internet Protocol version 4 éB;tdBlrll('g)c
) Bit budc ap
1ol L0: Tgnp dung d6i voi
L IPv6 Internet Protocol version 6 | cac thiét bi
c6 két nbi
Internet
Institute of Electrical and Bt bude
IEEE 802.11g Electronics Engineers | o
Mang  cue Standard (IEEE) 802.11g | 2P duneg
1.12 | b6  khong = :
diy Instltute. of Electrlca.l and Khuyén nghi
IEEE 802.11n Electronics Engineers R ;
Standard (IEEE) 802.11n | 2P 948
Truy cap 2
Internet véi Wireless Application | Bat buoc
s thiét bi Wb o Protocol version 2.0 ap dung
khong day
SOAP v1.2 Simple Ob.ject Access
Protocol version 1.2 Bt bute 4
Dich vu | WSDL Web Services Description ding .méf
1.14 | Web dang | V2.0 Language version 2.0 = SR
. = hai hodc ca
SOAP Universal Description, Datich.chiin
UDDI v3 Discovery and Integration
version 3
Jich 4 RESTful web | Representational state | Khuyén nghi
1.15 | Web dang : ;
RESTful service transfer ap dung
Web  Services Business Khuvé hi
WS BPEL v2.0 Process Execution | ,~ o0 ngh
Language Version 2.0 ap ding
o sSIlGrrle ) SOAP Biliting Khuyén nghi
i Sinding Profile Version 1.0 ap d
Profile Version 1.0 : ap.tIg
WS-Federation Web Services Federation Khuyén nghi
; B 14 5 Language Version 1.2 ap dung
1.16 ]?ICh v dic WS-Addressing Web Services Addressing Khuyén nghi
ta Web : 2
v1.0 1.0 ap dung
WS-Coordination | Web Services Coordination Khuyén nghi
Version 1.2 Version 1.2 ap dung
WS-Policy v1.2 Web.SerVices Coordination I’(huyén nghi
Version 1.2 ap dung
OAS.IS 'Web Web  Services Business | Khuyén nghi
Services  Business Activity Version 1.2 ap dung
Activity  Version : :
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Loai Ky hi¢u Tén day di Quy dinh
TT Fi, F “n 2 o oo 2 E
ti€u chuin | ti€u chuan cuatiéu chuan ap dung
1.2
WS-Discovery Web  Services Dynamic | Khuyén nghi
Version 1.1 Discovery Version 1.1 ap dl_n}g
WS- Web  Services Metadata | Khuyén nghi
MetadataExchange | Exchange ap dung
Dich vu | NTPv3 Net\yorl; Time Protocol | Bit budc dp
1.17 | ddng o e dune. ol
; theisian | NTPvA Network Time Protocol trong hai tiéu
& i version 4 chuan
2 Tiéu chuan vé tich hop dit liéu
. | XML v1.0 el Co Mulgplos e
Ngén ngir (5th Edition) Language version 1.0 dom "
2.1 |dinh dang (5th Edition) tr;mg e
van ban XML vl.1 Extensible Markup hi égn
(2nd Edition) Language version 1.1
Ngbén ngit
d;vnh : dang ISO/TS Electrqmc Business B4t bugc
2.2 | van ban cho 150002014 Extensible Markup o
giao  dich : Language (ebXML) p dung
dién tir
Dinh nghia : ’
pg Ll S uge do XML Schema XML Schema version 1.1 1’3at bude
trong tai | V1.1 ap dung
lidu XML
e h e : Bit budc ap
24 E;:ln doi dir XSL II?;(Itlerllls;blee Stylesheet diing phién
; gs ban méi nhét |
Mo hinh : : X :
25 |hoa  dbi| UML v2.5 g;“ﬁed o l\g"sde”mg I,(hgye‘; nghi
firgng nguage version 2. ap dung
Mé ti tii| RDF Resource Description I’(huyen nghi
= = Framework ap dung
2.6 |nguyén dir Rhiyn o
lié ?
iéu OWL Web Ontology Language 4p.dyme
: . x 8-bit Universal Character | _. , .
2.7 g ;’E‘ A dieny UTE-8 Set (UCS)/Unicode ?atiz“‘?c
] . Transformation Format p cung
Khuén thire ;
)8 traAo : 691 GML v3.3 Geography : Markup I’3at budc
thong tin dia Language version 3.3 ap dung
ly
Tfuy cap va |y g v1.3.0 OpeI?GIS : Web Map I?ét budc
29 |c@p nhat cac Service version 1.3.0 ap dung
thong tin dia WES v1.1.0 Web  Feature  Service | Bit budc

ly

version 1.1.0

ap dung
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Loai Ky hi¢u Tén diy da Quy dinh
TT . 2 = 2 ik 2 >
ti€éu chuian | tiéu chuan cuatiéu chuan ap dung
Trao doi dir ;
210 l{gu dac. fa XMI v2.4.2 XML : Metadata I,(huyen nghi
tai liéu Interchange version 2.4.2 ap dung
XML
S0 dang Ky | 1o 1pc il le sl L el e
2.11 |siéu dir liéu 11179:2015 (Metadata  registries - A5 do
(MDR) : MDR) p cing
20 PR M| 150 15836-1:2017 |Bo phin tr sieu di lién | Khuyén nghi
Eo S sl qe Dublin Core ap dung (*)1)
Dublin Core et
Dinh _dang
trao doi dir
lifu mo6 ta z :
2.13 | dbi tuong SO JavaScript Object Notation I’(huyen nghi
. | REC 7159 ap dung
dang kich
ban
JavaScript
Ngébn ngir
md hinh quy Business Process Model | Khuyén nghi
e trinh nghiép SN 20 and Notation version 2.0 ap dung
vy
3 Tiéu chuan vé truy cép thong tin
HTML v4.01 Hypertext ) Markup I’Bat budc
Language version 4.01 ap dung
2 - W3C Web Content X :
3.1 gfr‘:m{”eg‘o‘ WCAG 2.0 Accessibility ~ Guidelines fhngl“ nghi
g (WCAG) 2.0 p cung
HTML 5 Hypertext : Markup I,{huyen nghi
Language version 5 ap dung
Chuédn ndi Extensible Hypertext Bt bug
32 |dung Web |XHTML vl.1 Markup Language B
e : ap dung
ma& rong version 1.1
CSS? Cascading Style Sheets
Language Level 2 Bit budc ap
Giao dién Cascading Style Sheets | dung mot
33 e CSS3 B
nguoi dung Language Level 3 trong ba ti€u
Extensible Stylesheet | chuan
XSL .
Language version
D{nh dang P1’am Text A(.txt): B4t budc
34 | Vin ban (.txt) Danh cho cac tai li€u co i
: e ban khong c6 céu triic o
(.rtf) v1.8, v1.9.1 Dinh dang Rich Text (.rtf) | Bit budc

(*) Péi v6i cac dbi twong thudc pham vi didu chinh cia Thong tu s
24/2011/TT-BTTTT thi van ap dung quy dinh cta Théng tu s6 24/2011/TT-BTTTT.
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TT

Loai
tiéu chuan

Ky hi€u
tiéu chuan

Tén day da
cuatiéu chuan

Quy dinh
ap dung

phién ban 1.8, 1.9.1: Danh
cho cac tai liéu co thé trao
doi gifra cdc nén khac nhau

ap dung

(.docx)

Dinh dang vin ban Word
mé rdng cia Microsoft
(.docx)

Khuyén nghi
ap dung

(.pdf) vl4, vl.5,
v1.6,v1.7

Pinh dang Portable
Document (.pdf) phién ban
1.4, 1.5, 1.6, 1.7: Danh cho
céc tai liéu chi doc

(.doc)

Dinh dang vidn ban Word
cua Microsoft (.doc)

(.odt) v1.2

Dinh dang Open Document
Text (.odt) phién ban 1.2

Bit budc ap
dung  mot,
hai hoac ca
ba tiéu chuin

35

Béng tinh

(.csv)

Dinh dang Comma
eparated
Variable/Delimited (.csv):
Danh cho cac bang tinh can
trao di giira cac ung dung
khéc nhau

Bit budc
ap dung

(xIsx)

Dinh dang bang tinh Excel
mé& rong cia Microsoft
(.xIsx)

Khuyén nghi
ap dung

(.xIs)

Dinh dang bang tinh Excel
cua Microsoft (.xls)

(.ods) v1.2

Dinh dang Open Document
Spreadsheets (.ods) phién
bin 1.2

Bit budc ap
dung mot
hoac c4 hai
tiéu chuan

3.6

Trinh dién

(htm)

binh  dang  Hypertext
Document (.htm): cho céac
trinh bay dugc trao ddi
thong qua céac loai trinh
duyét khac nhau

Bit budc
ap dung

(-pptx)

Dinh dang PowerPoint m&
rong cua Microsoft (.pptx)

Khuyén nghj
ap dung

(-pdf)

Dinh dang Portable
Document (.pdf): cho cac
trinh bay luu duéi dang chi
doc

(-ppt)

Pinh dang PowerPoint
(.ppt) cua Microsoft

(.odp) v1.2

Dinh dang Open Document
Presentation (.odp) phién
ban 1.2

Bit budc ap
dung  mot,
hai hoidc ca
ba tiéu chuan

3.7

Anh db hoa

JPEG

Joint Photographic Expert

Bit budc ap
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o1 |Loai Ky hi¢u Tén day di_ Quy dinh
tiéu chudn | tiéu chuin cuatiéu chuan ap dung
Group (.jpg) dung  mét,
Graphic Interchange (.gif) | hai, ba hodc
GlE vion version 89a ca bon tiéu
TIFF Tag Image File (.tif) chuan
PNG Portable Network Graphics
g (.png) :
Anh gén véi Tagged Image File Format | Bat budc
i toa d dia ly o for GIS applications ap dul}g
MPEG-1 Moving Picture Experts I’(huyen nghi
Group-1 ap dung
MPEG-2 Moving Picture Experts I’(huyen nghi
Group-2 ap dung
Phim anh, Moving Picture Experts | Khuyén nghi
o am thanh MEEG Group-4 ap dung
MP3 MPEG-1 Audio Layer 3 | huyén nghi
ap dung
AAC Advanced Audio Coding I’(huyen gl
ap dung
(asf) Cic dinh dang cua ]
Slaps Microsoft Windows Media | Khuyén nghi
(-wma), :
Player  (asf), (.wma), | 4p dung
(-wmv)
Ludng phim Wing)
3.0 |anh,  am | (ra), (xm), (ram), Ca‘("j. e Reli s
ot (mm) Audio/Real Video (.ra), 5p dung
(.rm), (.ram), (.rmm) ;
(-avi), Cac; fimh dapg Apple Khuyén nghi
(.mov), Quicktime (.avi), (.mov), e
(.qt) () C
GIF v892 Graphlc Interchange (.gif) I’(huyén nghi
version 89a ap dung
Gawi) DPinh dang Macromedia | Khuyén nghi
] Flash (.swf) ap dung
3.11 | Hoat hoa G Dinh dang Macromedia Khuyén nghi
; Shockwave (.swf) ap dung
Cac dinh dang Apple x .
(-avi), (.qt), (mov) | Quicktime Cavili - Gql): I'(huyen el
ap dung
: (.mov)
Chuan ndi
312 du.r}g : chq WML v2.0 W1r§less Markup Language },3at budc
thiet bi di version 2.0 ap dung
dong
Boky twva | ASCII American Standard C(?de B4t budc
3.13 A hoa for Information e
, Interchange el
3.14 | BO ky tu va | TCVN 6909:2001 | TCVN 6909:2001 “Cong | Bit budc
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1 | Loai Ky hi¢u_ Tén day dii_ Quy dinh
tieu chuan | tiéu chuan cuatiéu chuan ap dung
ma hoa cho ngh¢ thong tin - Bo ma ky | 4p dung
tiéng Viét tu tiéng Viét 16-bit” :
Zip Zip (.zip) Bat budc ép
s dung mot
3.15 | Nen dit ligu .gzv4.3 GNU Zip (.gz) version 4.3 | hoic ca’} hai
ti€u chuan
Ngén ngit ;
kich ban ECMAScript version 6 (6th | Bit budc
10 phia RV Edition) ap dung
trinh khach
RSS v1.0 RDF Site Summary Bat budc ap
version 1.0 dung mot
Chia sé noi Really Simple Syndication trong hai tiéu
il dung Web el version 2.0 chuan
ATOM v1.0 ATOM version 1.0 < auyen nghi
ap dung
Java Specification | .. , .
SR 08 Requests 168  (Portlet I'3at oS
. : ap dung
2 £ Specification)
Chun ket Java Specification :
i b5 1R 286 Requests 286  (Portlet I’(huyen nghi
3.18 | dung cong Snecifiont ap dung
thong tin peet 1cat1f)n) AR
dién tir WSRP v1.0 Web Serv1c.es for Remote 1,?>at budc
Portlets version 1.0 ap dung
Web Services for Remote | Khuyén nghi
ey Portlets version 2.0 ap dung
4 Ti€u chuén vé an toan thong tin
Secure Multi-purpose | ... .
: S/MIME v3.2 Internet Mail Extensions ],Bat byoe
An toan thu : ap dung
4.1 A version 3.2
dién tir Khuvd o
OpenPGP OpenPGP s el el
ap dung
An toan | SSH v2.0 Secure Shell version 2.0 ]?.at Buge
42 | tang giao T [ S : ;p, dll;mAg
van TLS v1.2 raqspo ayer Security ; at bugc
version 1.2 ap dung
HTTPS Hypertext Transfer l'3at budc
: Protocol Secure ap dung
An toan : z >
X A File  Transfer Protocol | Khuyén nghi
43 |truyén tép | FTPS :
tin Secure ap dux}g
SFTP SSH File Transfer Protocol | <Puyén nghi
ap dung
An toan : : il
44 |tuydn thu | SMTPS Simple  Mail  Transfer I?at budc
Protocol Secure ap dung

dién tr
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rr |Leai | Kyhiéu Tén day dii Quy dinh
tieu chuan | tiéu chuan cuatiéu chuan ap dung
An toan | POP3S Post. Office  Protocol | Bt buc_:c ap
2 version 3 Secure dung mot
4.5 | dich vu truy A : :
4p hop thu | IMAPS Internet Message Access | hodc ca hai
PR 0P Protocol Secure ti€u chuan
An toan : X :
46 | dich vu | DNSSEC Doma.m Name_ System I'(huyen nghi
Security Extenssions ap dung
DNS :
47 A:n toan IPsec - IP ESP In,t'ernet Protocol security 1’3at budc
tdng mang voi IP ESP ap dung
An toan ;
45 |98 g, Wi-fi Protected Access 2 | it buoe
cho mang ap dung
khong day
Cong nghé thong tin. Ky £ y
Gisi  thua | TCVN 7816:2007 | thuat mat mé thudt toan ma fhglylﬁn nghi
goe o dit liéu AES e
Triple Data Encryption | Khuyén nghi
3DES ;
Standard ap dung
RSA Cryptography | Khuyén nghi
PRV g Standard - version 2.2 ap dung, sur
dung lugc d6
RSAES-
OAEP d€ ma
hoa
Elliptic Curve | Khuyén nghi
ECC :
Cryptography ap dung
: Bat bugc ap
PKCS #1 RSA Cryptography | dung, su
Gidi  thuat | V2.2 Standard dung luoc do
4.10 chit ky s6 : : - version 2.2 RSASSA-
PSS dé ky
Elliptic ~ Curve  Digital | Khuyén nghi
ehea Signature Algorithm ap dung
Gidi  thuat Khuvé hi
4.11 | bam cho | SHA-2 Secure Hash Algorithms-2 | - o0 Nghl
R ap dung
chit ky so
Rivest-Shamir-Adleman -
KEM (Key Encapsulation | Bit budc
412 Giai  thuat O REM Mechanism) Key Transport | 4p dung
§ truyén khoa Algorithm
Elliptic  Curve  Diffie | Khuyén nghi
CEDHE Hellman Ephemeral ap dung
Gidi  phap Security Assertion Markup £ -
413 |xéc  thuc | SAML v2.0 Language Sduyen nghi
o 5 : ap dung
nguoi su version 2.0

R
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rr |Leai | Kyhi¢u Tén day dii Quy dinh
tieu chuan | tiéu chuan cuatiéu chuan ap dung
dung
XM Encoypiiel XML Encryption Syntax | Bit budc
¢ Syntax and . ;
An toan trao ; and Processing ap dung
oL Processing
4.14 | do6i ban tin XML STantie -
XML et e Signature Syntax and | Bat budc
SR afla Processin ap dun
Processing g hore
Quéan ly .
khoéa cong XKM XML Key Management | Khuyén nghi
10 khai ban tin 2l Specification version 2.0 ap dung
XML
(illao tggrcl Platform  for  Privacy Rhitibn ook
T el e 2 Preferences Project o £
thong tin cd : ap dung
% version 1.1
nhan
Ha ting khéa cong khai
Cu phéap Cryptographic message
thong diép | PKCS#7 v1.5 | syntax  for file-based
mat ma cho | (RFC 2315) signing and encrypting
ky, ma hoa version 1.5
Cu phéap Cryptographic token
thong tin thé | PKCS#15 v1.1 information syntax version
mat ma 1.1
i V1.2 (RFC 5958) | Y
khoa riéng 1.2
. n Cryptographic token
G1;a i d1~¢n PKCS#11 v2.20 interface standard version
thé mat ma £ :
417 2.20 Khuyén nghi
: Cua phap . | 4p dung
e d6i | PKCS#12 vi.1 Personal Information

thong tin c4
nhan

Exchange Syntax version
1.1

Khuén dang
danh  sach Certificate Revocation List
ching thu R o280 Profile
sO thu hoi
Khuén dang .

; : Public Key Infrastructure
ggung thu | RFC 5280 Certificaic
Cxu phéap YU | prcs 410 V1.7 Certification .Requ-est
cdu ching Syntax Specification

(RFC 2986) »

thuc version 1.7
Giao thu,c? REC 6960 On-line Certificate status
trang  thai protocol
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rr |Loai Ky hiéu Tén géy dit_ Quy dinh
tieu chuan | tiéu chuan cuatiéu chuan ap dung
chung thu
truc tuyén
Shg e RFC 3161 Time stamping protocol
gan tem thoi
ian
ISO/IEC  18014- | Information technology
1:2008 Security techniques - Time
stamping services
ISO/IEC  18014- | Part 1: Framework
; 2:2009 Part 2: Mechanisms
Dich vu tem : .
thei gian producing independent
ISO/IEC  18014- | tokens
3:2009 Part 3: Mechanisms
producing linked tokens
ISO/IEC ~ 18014- | Part 4: Traceability of time
4:2015 sources
An toan cho 3 Web  Services  Security: £ :
4.18 | dich vu ‘\:\I’SI-Slecurlty SOAP Message Security f;lgzﬁg ngh
Web Sy Version 1.1.1 :
Khuén dang . ;
dir lidu trao | RFC 7970 jvo. dncdet  Obiechloe, b oon
4.19 abi b in Description Exchange 5p dung
cit Format version 2 (IODEF) :
toan mang

Phan mém quan ly nha trudng cin dap g yéu cau cép d6 2 theo Quyét dinh
742/QD-BTTTT ngay 22/04/2022 ctia Bo truéng BO Thong tin va Truyén thoéng nhu sau:

Cap d9 ciia hé théng
TT | Yéu ciu ky thuat M5 ta yéu chu théng tin
I
1. | Xac thuc
1.1 |C6 chirc ning xéc|a) Cé giao dién quan ly tai khoéan X
thuc nguoi sir dung |ngudi st dung
khi truy cép, quan b) Yéu cau xac thuc nguoi su X
tri, cau hinh Phén|dung khi truy cdp quan tri, ciu
mém. hinh Phan mem
¢) Yéu ciu xac thuc nguoi su X
dung khi truy truy cap st dung
Phin mém.
1.2 [C6 chic niang cho Thong tin x4c thuc duge huu triv X
phép Iuu trir ¢4 ma|céd ma hoa trén Phan mém sir dung
hoéa thong tin x4c|thuidt toan hash tir SHA-256,
thuc hé thong. SHA-512, SHA-3 va cac thujt
toan tuong duong
1.3 |C6 chic ning cho|a) Co chirc nang yéu cAu ngudi X
phép thiét 14p chinh dung dit mat khdu méi khi dang




sach mat khau nguoi
st dung.
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nhap lan dau su dung mat khau
mac dinh.

b) Co6 chirc ndng cho _phép thlet
1ap quy tic dat mat khdu vé sé ky
tu, loai ky tur.

¢) C6 chuc ning cho phép thiét
1ap thoi gian yéu cau thay ddi mat
khau.

d) Cé chuc ning cho phép thiét
1ap thoi gian mat khau hop 16.

d) Khéa tai khoan va yéu cau
nhdp mat khdu méi khi mat khiu
clia tai khoan d6 hét han thoi gian
hop I€.

€) Mé& khoa tai khoan khi thay doi
mat khiu thanh cong dbi voi
trudng hop mat khdu hét han thoi
gian hop €.

1.4

Cé chirc néng cho
phép han ché so lan
dang nhdp sai trong

a) C6 giao dién cho phép thiét 1ap
chinh sach vé gi6i han s6 1an dang
nhép sai trong khoang thdi gian
nhét dinh.

khoang thoi gian
nhat dinh véi tai
khoan nhat dinh.

b) C6é chitc ning canh béo téi
ngudi s dung khi vi pham chinh
sach.

¢) C6 chirc nang tu dong ngan can
viéc dang nhdp ty dong khi vi
pham chinh séch trén.

Kiém soat truy cap

C6 chuc nang cho
phép thiét lap gi6i
han thoi gian cho
(timeout).

a) Co chirc ning cho phép thiét
lap gi6i han thoi gian cho
(timeout) de déng phién két ndi
khi Phan mém khong nhan dugc
éu cau tir ngudi dung.

b) Hlen thi théng bdo, dong phién
két ndi da het han thoi gian
timeout va yéu cdu ding nhép lai.

2.2

C6 chic nang cho
phép giéi han dia
chi mang quan tri
duoc phép truy cép,
quan tri Phin mém

a) C6 giao dién cho phép quan tri
vién quan ly chinh sach vé gi6i
han dia chi mang quén tri duoc
phép truy cép, quan tri Phidn mém
tur xa.

tur xa.

b) C6 chic nang thuc thi chinh
sach vé giéi han dia chi mang
quan tri dugc phép truy cdp, quan
tri Phin mém tir xa & trén.

Nhit ky hé théng
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3.1 |C6 chic ning cho|a) Phin mém cung cip chirc nang X
phép ghi nhét ky hé | ghi nhét ky hé théng.
théng gdm nhitng
thong tin.
4. | An toan umg dung va mi nguén
4.1 |C6 chuac nang cho|Cé chirc ning thuc thi viéc kiém X
phép kiém tra tinh|tra tinh hop 1& cia thong tin, dit
hop 1€ cuia thong tin, | liéu ddu vao trude khi xtr ly
d litu ddu vao
truge khi xir 1y.
4.4 |C6 chirc ning cho|a) Thong tin xac thuc, bi mat X
phép béo ddm khong|khong duge dua truc tiép vao ma
Iuru trir thong tin x4c | ngudn Ung dung ma phai duoc
thuc, thong tin bi|thiét l4p théng qua giao dién ciu
mat trén mi ngudn |hinh hé théng.
ung dung.

2. Thuyét minh phuwong 4n, gidi phap ky thuit, cdng nghé cho thiét bi phin cimg

2.1. So db két néi hé thong mang sau khi khi ning cap, diu tw bé sung

Tir céc yéu céu truc tiép ctia phin mém quan ly Nha truong ddi véi ha tang
CNTT va cac d€ xuét vé danh muc thiét bi lap dit cling nhu tinh hinh thuc té tai
Trudng Pai hoc Y Duoc Thai Binh. Nha truong d€ xuat mé hinh két ndi tong thé maoi

cho hé théng ha ting CNTT Trudng Dai hoc Y Duoc Théi Binh nhu sau:
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2.2. Thuyét minh so do:

- Hé théng mang Trung tdm sau khi thiét ké lai dugc dit tai Toa nha B
(VLANI), toan b cac may chu hién c6 ciing nhu dau tu méi sé duge quy hoach va dit
tap trung tai phong may chi. Tir phong méy chii c6 cac duong cap quang nodi bo két
ndi dén cic bd chuyén mach phan phéi cia cic toa nha A (VLAN2) va C (VLANS3).
Tur switch phan phéi ctia m3i toa nha két néi dén cac switch céc tang ctia mdi toa nha
cung cap két néi mang internet va phan mém dat tai may chu.

Danh muc thiét bi dau tu méi:

+ 1 M4y chu tdc do cao;

+ 1 Thiét bi luu trit dit liéu (SAN);

+ 1 b6 thiét bi bao vé mang (tudng lira);
2.2.1. Thiét bj béo vé mang (tuong lira)
a. Phén tich cong nghé tudng Iira

Tuong Iira (Firewall) 1a giai phap sir dung dé phan doan mang thanh cac thanh
pha“m khac nhau véi cac mirc do yéu cau bao v€ khéc nhau. Cén ¢t vao cac mirc d6 yéu
cau dé, hé thong firewall s& thiét 14p chinh s4ch an ninh kiém so4t truy cép, cac thong
tin qua lai gitta cac thanh phan.

Céc san phdm firewall trén thi truong: firewall mém (Software firewall),
firewall cimg (Appliance firewall), firewall tich hop (Integrated firewalls).

+ Firewall mém: 1a nhing firewall duoc cai dit trén mot hé diéu hanh. Firewall
mém bao gém cac san phém nhu Microsoft ISA server, Linux’s IPTables... Firewall
mém thudng dém nhén nhiéu vai trd hon firewall clmg, né c6 thé dong vai tro nhur mot
DNS server hay mét DHCP server.

Uu diém ndi troi cia firewall mém 1a viéc thay dbi va nang cap thiét bi phén
ctimg la tuong d6i dé dang va nhanh chéng.

Nhuoc diém cia firewall mém 1a n6 duoc cai dat trén mét hé didu hanh va do
do6 kha nidng c6 16 hong trén hé diéu hanh nay la c6 thé xay ra. Khi 15 héng dugc phat
hién va dugc cap nhat ban va 16i, rat c6 thé sau khi cdp nhét ban v4 13i cho hé diéu
hanh thi firewall khong hoat dong binh thudng nhu truéc, do d6 can tién hanh cap nhat
ban va cho firewall tir nha cung cép san phdm firewall. Ngoai ra, do hé diéu hanh ma
firewall mém chay trén né khong duoc thiét ké t8i wu cho firewall nén firewall mém
¢6 hiéu sut thip hon firewall cung.

+ Firewall cing: 1a nhitng firewall dugc tich hop sdn trén cac phan cung chuyén
dung, thiét ké danh riéng cho firewall. C4c san pham firewall cimg dang chu y nhu
Cisco ASA, NetScreen firewall, SonicWall Appliances, Checkpoint firewall. ..

Uu ‘diém: Trong nhiéu truong hop firewall cing cung cdp hiéu suét tét hon so
firewall mém vi hé diéu hanh cua firewall cung duoc thiét ké dé toi wu cho firewall;
Loi ich dién hinh khi st dung firewall cung la hiéu suat tong thé tot hon firewall mém,
tinh bao mat dugc nang cao, tong chi phi thip hon so véi firewall mém.

Nhuoc diém: Firewall cung khong dugc linh hoat nhu firewall mém (khong thé

thém chirc nang, thém céc quy tic nhu trén firewall mém); Han ché cta firewall cung
la kha néng tich hop thém céc chirc niang bd sung kho khin hon firewall mém, chang
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han nhu chirc nang kiém soét thu rac doi véi firewall mém chi cin cai dit chirc nang
nay nhu mét ing dung con ddi véi firewall cliing phai c6 thiét bi phén cung ho trg cho
chirc nang nay.

+ Firewall tich hop: 1a nhiing firewall — ngoai chitc ning co ban cua firewall thi
no6 con dam nhén cac chirc nang khac nhu VPN, phat hién phong chéng x4m nhép, loc
thu ric, phong chong virus...

Uu diém: Loi ich cta viéc dung firewall tich hop 13 don gian héa thiét ké mang
bang cach giam luong thiét bj mang cing nhu gidm chi phi quan ly, gidm ganh ning
cho céc chuyén vién quén tri, ngoai ra né con tiét kiém chi phi hon so véi viéc dung
nhiéu thiét bi cho nhiéu muc dich khac nhau.

Nhuoc diém: Viée tich hop nhiéu chirc ning trén ciing mét thiét bi din dén khé
khan trong khac phuc su ¢6 vi tinh phue tap ctia hé théng khi tich hop.

b. Phuong 4n lya chon cong nghé tudng lira

Véi muc dich st dyng ’ﬁrewall dé bao Yé dir liéu chp truong, la ngi tiép nhan,
xur ly luong dir liéu 16n, can toc dd nhanh va can dam bao én dinh thi thiét bi firewall
cing 1a lya chon hop ly.

Nhu d& mé ta vé hién trang, hé théng tudong lua can duoc dau tu nang cép, hé
thong tudng lira méi phai c6 du ning luc dé thay thé cip tuong Itra hién c6 d€ bao vé
vung may chu dich vu. Tuong lira méi phai c6 cac tinh néng sau day:

- Thyc hién can bang tai hai dudng truyén internet diu vao tir hai nha cung cip
VNPT va Viettel nham khac phuc hién trang hién tai ctia nha truong.

- Kha né@ng x1r ly bang thong cua firewall: 36 Gbps.

- Phét hién va ngan chan (IPS) céc tan cong, xdm nhép trai phép qua céc diém
yéu, 16 hong h¢ diéu hanh, dich vy, chong tan cong DoS, ...

- Quét va ngén chin virus cho luu lugng ctia cac giao thirc web (HTTP), mail
(SMTP, POP, IMAP), ftp (FTP), ...

- Chéng thu rac (spam): ngén chan theo danh sach, phan loai, danh sach relay
server, tur khoa, ...

- Loc ndi dung web theo phén loai, tir khoa, ...

- Thiét lap céc chinh séch theo lich dat trude: chi truy nhp vao server dit liéu
trong gi¢ giao dich, chi chat ngoai gid 1am viéc, ...

- Virtual domain: chia thanh céc firewall 4o (virtual system), ...
- Kétndi VPN: IPSec VPN, PPTP, SSL
- Ghi log hé théng, canh bdo qua email c4c su, ...

2.2.2. Hé théng mdy chi

a. Yéu cau chung d6i vé&i hé thong may chu

May chu 1a trai tim cia mot hé théng, vi vdy viéc lua chon may chu véi cac
cong nghé di kém phai dugc thuc hién theo céac nguyén tac sau:

- Kha néng mé rong cao.

- Kha néng sin sang cao.
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- Chi phi ti vu.
- Hiéu niing ctia hé thong.
- Tinh d& quan ly.

Pé cho hé thdng méy chi c6 kha ning mé rong va kha ning san sang cao thi h¢
thong phai dugc thiét ké theo mé hinh dur phong (redundancy). Véi céch thidt ké nay
thi khi s6 lwong ngudi sir dung tang Ién hodc dung lugng dir liéu tang Ién thi khong
can phai thay d6i kién tric cia hé théng. Trong tuong lai khi can nguoi dung c6 thé bo
sung thém, thay thé hodc ning cép phan ctng hién ¢6 ma vin duy tri dugc kién truc
téng thé cia hé théng. Hé théng may chu sir dung cung cép dich vu phai duogc thiét
ké dua trén nguyén tic:

- Céc may chii déu dugc lwa chon sao cho vira dap tng du kha ning
cung cip dich vu cho sé luong ngudi sir dung hién tai, vira ¢6 kha nang ning clp cac
bd phan nhu: b xur 1y, bo nhé, dia cing cho cac nhu ciu trong tuong lai (kha nang
ma¢ rong theo chiéu doc).

- H¢ théng duoc thiét ké sao cho dép tmg du kha ning cung cip dich
vu cho s6 luong nguoi sir dung hién tai va dé dang m¢ rong trong tuong lai bang
cach thém cac h¢ thong nho (kha ning mo rong theo chiéu ngang).

- Méc du viy dé bao dam dau tu, cac hé thong duoc chao theo huéng
uu tién mé rong theo chiéu ngang vi sau thoi gian 2-3 nam viéc dau tu mot may chu
moi s€ ti€t ki€ém chi phi hon so véi mé rong 1 may chu da lac hau.

- Tét ca hé théng may chd cung cdp trong mé hinh nay déu dam bao
toc do ket noi mang t6i thiéu 1 Gigabit, ¢ giao dién két ndi gigabit du phong. Nhiéu
két n6i mang cho moi mdy chi dé dam bao tinh sin sang cho hé thong mang.

- Khoéng str dung cac may chu véi 1 dia cing.

- Céc thanh phén riéng 1é c6 kha nang mé rong: Mbi thanh phén trong
h¢ thong c6 thé dugc m& rong ma khong lam anh huéng dén céac dich vu khac hoidc
toan b kién tric cta hé thong.

- Hé thdng duoc thiét ké dam bao duy tri hoat dong cta hé thdng trong
trudng hop c6 su ¢6 tai don thé thiét bi trong hé thong.

b. Cong nghé a0 hda

Trong nhitng nim gan ddy, nhu cau tang hi€u qua stir dung tai nguyén CNTT
nhung df?)ng thoi van bao dam su thuén tién trong quan tri hé théng va su bao mét an
toan cua cdc ung dung dang tré nén thiét yéu trong hoat dong cia nhiéu doanh
nghiép va 6 chirc. D& dap ung nhu cu nhu vay, bé phan CNTT ciia t chirc ¢6 thé
chon phuong 4n dé dang 1a dé xuit trang bi mé&i nhiéu thiét bi phan ctng c6 hiéu
nang manh va tinh bao mat tét. Xu huéng thuc té 1a cac thiét bi phéan cing véi
nhiing tinh ning cai tién, hiéu nang manh xuit hién ngdy cang nhiéu trén thi trudng

va gia thanh c6 chiéu hudng ngay cang ré hon, dé chip nhan hon.

Tuy nhién, phuong an dau tu thiét bi méi nhu vay nhiéu khi khong phé duyét.
Vi di cung véi nhitng thiét bi méi s& 1a su phat sinh cong viéc va su phtrc tap vé tich
hop hé théng, v& bao dam bao mat thong tin, bao tri va van hanh. Tyuu trung lai do
chua hén da la phuong an c6 tinh kinh té cao, néu xét trén quan diém téng thé vé gia
thanh s& hiru va van hanh.
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V6i yéu cau va thyc trang nhu vay, hién dang c6 mot giai phap khéac c6 thé s&
phu hop hon. D6 1a sur dung céc cong nghé 4o hoa dé ning cao hiéu nang su dung,
dong thoi van dam bao sw quan tri thuan tién va tinh bao mat cua hé théng, giam
thiéu chi phi ddu tu va van hanh. Trong truong hop 4o hoa phén cung may chu,
ngudi st dung /cac ung dung nhén biét may chu o glong nhu mét mdy vét ly doc
18p c6 du cac tai nguyén can thiét (b6 vi xtr ly, bd nhé, két ndi mang...). Trong khi
thuc té 14 cac may chu ao khong hé ¢ nhitng tai nguyén doc 1ap nhu vay. May ao
chi str dung céc tai nguyén da duogc gan cho chung tir may chu vat Iy gdc (thudng
dugc nhic dén vé6i thuat ngir hosting server hay hosting machine, host).

May chu khi dugc dung dé van hanh mot hé thdng c6 thé khong dung hét
ning suét xtr Iy cua bd vi xu ly hay dung luong b6 nhé RAM... Néu dé khong thi
lang phi, nhung chuyén vién CNTT c6 thé str dung cong nghé 4o héa dé tap trung
cc ngudn tai nguyén phan cimg chwa dugc khai thac nay lai va bién chung thanh
cac may chu o.

Piém manh cua cong nghé ao hoa la cho phép chuyén vién CNTT thiét 14p
hay g& bdé nhanh chéng cac may chu 4o (virtual server/ machine), dong thoi cho
phép phan bd dong cac tai nguyén gitra nhleu may chu do dang cung chay bén trong
1 may chu. Nho cach phan bd dong nay, td chic c6 thé khai théac t01 uu tai nguyén
ctia hé théng may chu thay vi lang phi ching, dong thoi tiét kiém tién dién, khong
gian... va ting cao kha nang quan tri tai nguyén phan ctrng may chu.

c. Cac phuong 4n lya chon may chu

Hé théng may chu hién nay co thé dugc phan chia theo cac cong nghé bo vi
xur ly cia mdy chu hién tai bao gom:

- Cong nghé may chu x86: May chu x86 la dong may dugc san Xuét str dung
chip (vi xtr ly) Intel hodc AMD, c6 nhiéu tinh nang ndi troi, dap tmg hau hét nhu ciu
ctia cac t6 churc, doanh nghiép.

- Cong nghé RISC: Cac may chu s dung vi xur Iy cong nghé RISC (thuong
chi hd trg cac moi truong hé diéu hanh UNIX) hiéu nang va d¢ on dinh cao. Tuy
nhién, chi phi dau tu rit 16n.

- Cong nghé mainframe: Pugc dung cho cac t6 chuc ¢o quy mo dir liéu 16n,
tinh sin sang cao nhung ¢6 chi phi dau tu rat 16n. Tur ddu thé ky 21, cong nghé
mainframe d4 va dang dan bj thay thé béi cac cong nghé mdy chu x86 va RISC.

So vdi cong nghé médy chi RISC va cac cong ngh¢ dac thu khac (mainframe),
may chu x86 c6 loi thé vé chi phi dau tu, van hanh, d& dang trong quan tri, linh hoat
trong viéc nang cép, bd sung, thay thé.

Céc uu diém cua may chu x86 bao gbm:

- Dugc phat trién dya trén kién tric chuin cdng nghiép, cic thanh phin déu
c6 thé tai st dung.

- Céc codng cu quan tri ti€n tién nhét giup quén ly vong doi hé thng, nang cao
kha nang quan tri tir xa, tdi uu hda viéc sir dung tai nguyén.

- D& dang trién khai v&i cac lua chon may chu dang rack, dang phién (blade)
két hop voi cong nghé 4o hoda.

- Giam thiéu thoi gian tam ding hé théng véi cac cong cu giam sat, bao dong



37

va tu khéc phuc 13i.
- Hiéu ning cao véi cac cai tién cong nghé lién tuc tir Intel va AMD.
- Dich vu hé trg chuyén nghiép.

- T01 uu hoa hé théng ngudn va quat, giup tiét kiém chi phi dién nang trong
khi hiéu suat van dugc dam bao.

Cong nghé mdy chii x86 bao gom 02 loai (cong nghé x86 32-bit truyen théng
va cong ngh¢ x86 64-bit médi). Cong ngh¢ x86 64-bit méi dugc phat trién véi cac uu
diém nbi troi sau:

- Tuong thich ngugc v6i cong nghé 32-bit truyén thdng, cac tng dung 32-bit
dang ton tai van hoat dong binh thudng trén nén tang 64-bit

- Vong doi ciia cac nén tang 32-bit da gan dén hoi két, hau hét cac hang cong
nghé 16n di 1én ké hoach ngimg hd trg cho nén tang nay

- Cong nghé 64-bit cho phép kha ning tinh toan nhanh hon, hd trg bd nhé tdt
hon.

- Dua trén yéu cau thiét ké, hé théng may chi mdi dugc dé xuét thiét ké theo
mo hinh 40 héa. Nham tiét kiém tai nguyén, tang tinh ning sin sang ciia hé théng,
dé dang quan tri.

- Cac may chu str dung RAID 5 dé an toan dit liéu,

- Theo nhu cau tir phin mém, cin 5 mdy chu: 3 May chu web, 1 mdy chi
Media, 1 may chu Database. V§i 2 may chu dé xuit dap ung duoc viée cai ao hoa
tai 5 mdy chu. Cac may do chay trén nén tang window server 2019, do nhu cau tir
phan mém quan li dio tao. Vi thé, can diu tu méi 2 may chii vat li, cdu hinh cao dé
c6 thé 40 hoa thanh 5 may chu 4o.

2.2.3. H¢ thong heu trit SAN
a. Phén tich cong ngh¢ luu trix

Dé Iuu trix dir liéu c6 thé ding nhiéu thiét bi khac nhau, nhiéu cong nghé khac
nhau. Céac kho dit li€u ¢6 thé 1a dung dia cung, dung béang tur, dung dia quang... Tuy
theo yéu cdu tinh chét cu thé dé lua chon cong nghé va thiét bi cho phu hop. Theo
co ché luu trir, hién nay c6 mot s loai hinh luu trit dit liéu co ban nhu:

+ DAS (Direct Attached Storage): luu trit dit liéu qua cac thiét bi gin truc
tiép vao may ch.

+ NAS (Network Attached Storage): luu trit dir liéu vao thiét bi luu trit thong
qua mang IP.

+ SAN (Storage Area Network): luu trit dir liéu qua mang luu trit chuyén
dung riéng.
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DAS SAN NAS

Application
Servar

Echernet ;—:«»
Switches

Applicatian
Server

Application Application

Server

Fils System
RAI

Storage Sterage

MBoi loai hinh luu trir dit liéu c6 nhitng uu nhugc diém riéng va duoc dung
cho nhitng muc dich nhat dinh. Sau déy 1a nhitng phén tich danh gi4 wu nhuoc diém
cua tung loai hinh luu tri:

* Giai phép luu trit truyén théng — DAS

DAS (Direct attached storage) 1a co ché luu trit véi thiét bi gan truc tiép vao
mady chu. Ddy dugc coi 1a cong nghé luu trit truyén théng dugc nhiéu doanh nghiép
st dung. Véi co ché DAS, mdi may chd s& c6 mot hé thdng luu trix va phan mém
quan ly luu trir riéng biét.

+ Uu diém: la kha nang d& I4p dat, chi phi thdp, hiéu ning cao.

+ Nhuoc diém: 14 kha nang mé rong han ché. Thuc té DAS lam viée rat tt
v6i mot server nhung khi dit liéu tang, sé luong may chu cling ting s€ tao nén
nhirng vung dit li€u phéan tan va gian doan. Khi d6, nha quan trj s& phai bd sung hay
thiét 1ap lai dung lugng va cong viéc béo tri s& phai thuc hién trén ting server. Didu
d6 s& lam tang chi phi luu trir téng thé cho doanh nghi€p va s€ cang kho khin hon
khi mudn sao luu hay bao vé mot hé théng kho luu trir dir liéu dang nam rai rac va
phén tan nhu vay.

* Giai phép luu trir theo cong nghé NAS

NAS (Network Attached Storage) 1a phuong phap lwu trir dit liéu st dung céc
thiét bi luu trix dic biét gin truc tiép vao mang LAN nhu mot thiét bi mang binh
thudng (tuong tu may tinh, switch hay router). C4c thiét bi NAS ciing dugc gan céac
dia chi IP cb dinh va duoc ngudi dung truy nhap thong qua su diéu khién cia may
chi. Trong mot s6 trudng hop, NAS c6 thé duge truy cap truc tiép khong cén co su
quan ly ctia may chu.

Trong mdi trudng da hé diéu hanh véi nhiéu mady chu khac nhau, viéc luu trir
dir liéu, sao luu va phuc hdi dit liéu, quan ly hay 4p dung céc chinh siach bao mat
déu duoc thuc hién tap trung.

+ Uu diém:

Kha nang mé rong: khi ngudi dung cén thém dung luong luu trit, cac thiét bi
luu trit NAS méi c6 thé dugce bo sung va lap dat vao mang.

NAS ciing tang cuong kha ning chdng lai su ¢b cho mang. Trong mai truong
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DAS, khi m§t méy chu chura dit liéu khong hoat dong thi toan bo dir liéu d6 khong
thé str dung dugc. Trong mdi trudong NAS, dit liéu van hoan toan o thé dugc truy
nhdp bdi nguoi dung. Céc bién phép chéng 15i va du phong tién tién duoc 4p dung
dé dam bao NAS ludn sin sang cung céap dir liéu cho nguoi str dung.

+ Nhugc diém:

Véi viéc str dung chung ha tang mang vdi cac Ung dung khac, viéc luu trir dir
li€u c6 thé anh hudéng dén hiéu nang cua toan hé thong (1am cham tdc d6 cua LAN),
di€u nay dic biét dang quan tdm khi can luu trir thuong xuyén mot lugng Ién dir liu.

Trong moi trudng c6 céc hé co sd dir liéu thi NAS khong phai 1a giai phép tét
vi cac hé quan tri co sé dir liéu thuong luu dir liéu dudi dang block chtr khong phai
dudi dang file nén st dung NAS sé& khong cho hiéu ning t6t.

* Gidi phap SAN

SAN (Storage Area Network) 1a mot mang riéng téc do cao dung cho viéc
truyén dir liéu gifta cac may chu tham gia vao hé thong Iuu trir cling nhu gitra cac
thi€t bi luu trit v6i nhau. SAN cho phép thuc hién quan 1y tap trung va cung cap kha
nang chia sé dir liéu va tai nguyén luu trit. Hiu hét mang SAN hién nay dua trén
cong nghé kénh cip quang, cung cip cho nguoi st dung kha nang mé rong, hiéu
nang va tinh san sang cao.

+ Uu diém:

C6 khé nang sao luu dir liéu véi dung lugng 16n va thudng xuyén ma khong
l1am &nh huéng dén luu lugng thong tin trén mang.

SAN dic biét thich hop véi cac ung dung can téc do va do tré nhé vi du nhu
cac ung dung xir ly giao dich trong nganh ngan hang, tai chinh.

Dir liéu luén ¢ mirc d9 sin sang cao.

Dit liéu dugc luu trit thong nhét, tp trung va c6 kha ndng quan Iy cao. Cé
kha ndng khéi phuc dir liéu néu c6 Xay ra su co.

HJ tro nhiéu giao thire, chuén luwu trit khac nhau nhu: iSCSI, FCIP,,...

_ C6 kha niang mé rong tt trén ca phuong dién s lugng thiét bi, dung lugng
hé thong cling nhu khoang céch vt ly.

Mtc d6 an toan cao do thuc hién quan ly tdp trung ciling nhu st dung cac
cong cu ho trg quan ly SAN.

+ Nhuoc diém: Chi phi ddu tu ban diu cao hon so v6i haj giai phap DAS va
NAS
b. Phuong 4n Iya chon cong nghé luu trir

Trén co s& nhitng phan tich danh gid cdc vu va nhuoc diém cia cac cong
nghé luu trit, chiing t6i dé xuét sir dung cong nghé luu trit SAN. SAN thudong duoc
st dung & nhiing trung tdm dit liéu 16n vi mang mot sd dic diém ndi bét nhu: Giam
thiéu rti ro cho dir liéu, kha nang chia sé tai nguyén rat cao, kha nang phat trién dé
dang, thong luong 16n, hé trg nhiéu loai thiét bi, h3 tro va quén ly viéc truyén dit
liéu 16n va tinh an ninh dir liéu cao.

Hon nita, SAN ting cuong hiéu qua hoat dong ciia hé théng béng viéc hd trg
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dong thoi nhidu hé didu hanh, méy chi va céc ung dung, 0 kha néng dap ting nhanh
chéng v6i nhitng thay d6i vé yéu cdu hoat dong ctia mot td chure cling nhu yéu ciu
ky thuét cta hé théng mang.

- Pé dam béo tinh an toan cho toan bo he thong, can dugc sao luu dir liéu
thudng xuyén dam bao trong tinh hudng c6 su cb xay ra c6 thé khoi phuc dir li¢u tir
c4c hé thong sao luu dir liéu. Can ctr vao giai phép duge mo ta trong thiét ké so bo
cling nhu thuc té hé théng tai truong chiing t6i dé xuit mua méi bd sung 1 thiét bi
luu trir SAN,

- Toan b¢ dir liéu may chu, data bai giang, s€ dugc luu trir vao hé théng SAN

- Hé théng Iru trit NAS hién c6 sé& 1a hé théng luu trit du phong, cho hé théng

SAN.
2.2.4. Danh sdch, céu hinh va sé lwong thiét bi can ddu tir
STT Tén hang héa Théng sb ky thuat Pon vi | , S0
lwgng
1 May chi Thong sé ky thudt cia vt tu, Bé 01
thiét bj *
Dang méay chu Mady chu rack 2U

Cé thé cai dat 2 bd vi xir Iy Intel®
Xeon® SP thé hé 4, 1én dén 32

Khe cam 0 ciing S e
cores/b vi xtr ly

- S6 Iwong CPU > 2 CPU

CPU la loai Intel Xeon Gold
5418Y hodc trong duong véi cac
tiéu chi sau:

B vi xtr Iy (CPU) + S6 lugng Core/CPU > 24 Cores
+ 86 lugng Thread/core > 48
Threads

+ Téc d6 > 2.0 GHz

+ B0 nhd dém > 45 MB

B Nhé 8 x 32GB
- 16 khe DIMM DDRS, h3 trg
B6 nhé (Kha ning) RDIMM t6i da 1én t6i 1TB, téc do

1én tG1 4800 MT/s

B6 didu khién & clmg RAID Controller tich hop 8GB
(RAID Controller) cache, hd trg RAID 0,1,10,5,50,6,60

2x480GB SSD SATA
2x960GB SSD SATA

O cim
& 2x2.4TB HDD SAS

a
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STT

Tén hang héa

Thong s6 ky thuat

Pon vi

S6
lwgng

Khay dia

- H6 tro 1én d&én 8 HDD 2.5inch
SAS/SATA

- Mdy chu c6 tuy chon sir dung thanh
phan luu trit t5i wu cho khéi déng
Boot Optimized Storage Solution -
BOSS v6i 02 6 M.2 SSD chay RAID
1 ma khéng chiém dung khe cdm &
cung

Tinh nang bao mat

- TPM 2.0: Dép {mg tiéu chuin
bao mat Trusted Platform Module
2.0

- Cryptographically signed
firmware: Phdn mém dugc ma
hoéa

- Chirc nang khéi dong an toan -
Secure Boot

- Ngan ngira cac thay déi trai
phép, doc hai véi chirc ning
System Lockdown

- Chire niing x04 bd tat ca cac dir
liéu trong mdy chu nhanh chéng
va an toan dé bao mat dir liéu véi
chirc nang - Secure erase

Cong két ndi & khe
cam mo rong

- Cong phia truée: 1 x cong quan
tri Micro-AB USB, 1 x USB 2.0,
1 x VGA

- Cng phia sau: 1 x cdng quan tri
RJ45,1xUSB 2.0, 1 x USB 3.0,
1 x VGA, 1 x Serial (Tuy chon)

- Cong bén trong: 1 x USB 3.0

( Ty chon)

- C6 kha nang hd tro 1én t6i 6 khe
PCle, hd tro dong thoi ca khe
PCIe Gen 4 1an PCle Gen 5

Trinh diéu khién Mang

C6 sén 2 x 1GbE Base-T.2 x
10GbE,2 Port HBA

Nguén

2 x PSU 1400W

- Ngudn c6 kha nang thay nong
véi kha nang hoat dong twong h
cho nhau
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STT

Tén hang hoa

Théng s6 ky thuat

Don vi

Sé
lrgng

Khé nang quan tri

- Tich hop san thanh phan chta
cac cong cu quan tri cho phép ciu
hinh, c4p nhat firrmware, trién
khai HDH, giam sat tinh trang
may chu

- Cé tuy chon hd trg chirc nang
Quick Sync 2 wireless module
hodc tuong duong, cho phép quan
tri, kiém tra tinh trang may chu,
giam sét, khiac phuc sy ¢6 tr ung
dung h trg thiét bi trén iOS hodc
Android théng qua hé thdng mang
khong day (wifi hodc bluetooth)

- Cé tuy chon tinh nang cho phép
may chu tu dong yéu cau hd tro
khic phuc su ¢b chi dong véi
trung tdm hd trg ciia hang véi
chtrc nang SupportAssist hodc
tuong duong

Cac HPH hd tro

- Canonical Ubuntu Server LTS

- Microsoft Windows Server with
Hyper-V

- Red Hat Enterprise Linux

- SUSE Linux Enterprise Server
- VMware ESXi

Yéu ciu Lip dit

Géi

Lip dat may chu

Cai dat raid

Cai dit 4o hoa may chu

Cai dat window server

Cai dat hé quan tri co so dit lidu

Céu hinh két ni SAN

Cai dat backup server

Thiét bi lwu trit dir
liéu (SAN)

Thong sb ky thuit cia vat tw,
thiét bi

Kich thudce

2U Rack

Bo diéu khién (System
Memory)

- 02 * Bd diéu khién chay song
song cho phép thay thé néng.
Trén mdi bd diéu khién st dung;

+ B¢ nhé cho mbi bd diéu khién:
16GB. Tong 32GB

+ B0 vi xtr ly: Intel® Xeon
Processor
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STT

Tén hang hoa

Théng s ky thuat

Pon vi

S6
lwgng

Cbng giao tiép hd tro

- FC, iSCSI (optical or BaseT),
SAS

- Ho trg dong thoi nhiéu loai két
noi

- Ho trg 1én dén 8 cbng két ndi

S6 6 ctmg tbi thiéu/téi
da

2/276

Dung lugng tdi da

4.7PB (with ME484 expansion)

Cac hé diéu hanh hd
tro

Windows 2022, 2019 and 2016

RHEL 8.2 and 7.8

SLES 15.2 and 12.5

VMware 7.0 and 6.7

Citrix XenServer 8.x and 7.x

Tinh nang Téi vu dit
liéu

H5 tro céc chirc nang sau:

- Auto-Tiering: hd trg 1én dén 3
primary tiers

-Hé trg RAID 1, 5, 6, 10, or
ADAPT RAID. Cho phép két hop
bat ky loai Raid nao trén cung
mdt Single Array

- Chtrc nang Thin Provisioning:
Kich hoat (active) mat dinh trén
toan bd cac volumes

- Chup éanh dt liéu (Snapshots):
ho trg 1én toi da 1024 ban chup
trén mot array

Céc loai 6 dia hd trg

HO trg cac 6 all-flash, 4 lai hybrid
hodc toan bd 6 HDD arrays:

* NLSAS 7.2K 3.5” - 4TB, 8TB,
12TB, 16TB, 16TB FIPS, 18TB

* SAS 10K 2.5” - 1.2TB, 2.4TB,
2.4TB FIPS

* SSD - 960GB RI, 1.6TB MU,
1.92TB, 1.92TB SED, 3.84TB,
3.84TB FIPS, 7.68TB RI

* SDD and HDD: FIPS-certified
SEDs

HO trg céc loai khay dia mé rong
sau:

Khay dia hd trg 12 x 3.5” drive bays (12Gb SAS)
24 x 2.5 drive bays (12Gb SAS)
84 x 3.5 drive bays (12Gb SAS)
e et - Hb tro 6 tu ma hoa loai SSD
Ma3 héa dir liéu

hoac HDD
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STT

Tén hang hoa

Théng s ky thuat

Pon vi

S6
lwong

- Ho tro thuét todn ma hoa dua
trén AES-256

- Hb tro chuén FIPS 140-2 Level
2

Doéng b va chuyén doi
dir liéu

hd trg dong bd véi cac ti dia khac
cung loai

dong bo thong qua giao thirc FC
hoac iSCSI

co ché déng bd theo kiéu mot
thiét bi - dong bod t&i nhiéu hodc
nhiéu thiét bi ddng bod t6i mot
thiét bi.

Chtrc nang bao vé dir
liéu

ho tro céc chirc nang:

- Vmware Site Recovery Manager

- ma hoa dit liéu véi céc loai 6
SEDs SSD hoac HDD

- 6 mi ho4 theo chuin FIPS 140-2
Level 2

SO 6 cling cung cap

6 x 2.4TB 10K RPM SAS 12Gbps
512¢ 2.5in Hot-plug Hard Drive

SO cong két noi ra may
chu

8 cong 32Gb FC kém sin 8
module quang FC 32Gb

Phu kién két néi

C6 sin 4 day quang Multi-Mode
Fibre Channel Cable LC-LC 2
Meters

Yéu cau lip dit

Lap dat thiét b

CéAu hinh raid

Cau hinh két n6i 1én may chu

Céu hinh quan trj thiét bj

Thiét bi bao vé mang

Théng sé ky thudt ciia vit tu,
thiét bi

Giao dién

Bao gdm 6 x 10G/5G/2.5G/1G
(SFP+); 24 x 1GbE Cu, 2 USB
3.0, 1 Console, 1 Mgmt. port

Hiéu nang Firewall

> 18 Gbps

Inspection

Hiéu nang Threat > 9 Ghbps
Prevention

Hiéu néng Application

inspection throughput = e
Hiéu néang IPS > 10 Gbps
Hiéu nang Anti- > 9 Gbps

malware Inspection
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STT Tén hang hoa Théng sb ky thuit Bomvj | o>
lwgng
Hiéu nang TLS/SSL
inspection and > 5 Gbps
decryption
Hi€u ndng IPSec VPN | > 11 Gbps

Hb trg kha nang quan
ly Access Points

1én t6i 512

Tinh néng chong tan o

cong DDeS/DoS ooty

Tinh sin sang cao o iong trién. khat
Active/Passive with stateful
synchronization

Tich hop kha ndng can | HS trg céc thuit toan Round

bang tai Load Robin, Spillover va Percentage

balancing based methods

Cong nghé phan tich

ludng dir liéu 2 chidu ra
vao toc do cao dé phat
hién cac mbi de doa ma
khong can bo nhé dém
va xac dinh luu lugng
ing dung & bat ké cbng
nao

C6 ho trg

Cdng nghé moi truong
gia 1ap dua trén cloud
cho phép xac dinh va
giam thiéu ngay ca
nhitng mbi de doa hién
dai nguy hiém nhét,
bao gdm ca viéc khai
thac Meltdown trong
tuong lai, phét hién va
chin phi‘in mém doc hai
khong c6 bat ky hanh
vi nguy hiém nao va an
vl khi ctia n6 théng
qua mi hoa.

C6 hb trg

Dich vu loc ndi dung
Web Content Filtering

HO trg céc phuong phap:URL
filtering, Proxy avoidance,
Keyword blocking, HTTP header
insertion, Bandwidth manage CFS
rating categories, Unified policy
model with app control, Content
Filtering Client
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Application bandwidth
management, Granular control

o A S T moter .| Sé
STT Tén hang hoa Thong so ky thuat Pon vi lwgng
Cho phép quén Iy va diéu khién
; . ] ung dung véi c4c tinh ning;:

Lonh ang Jpilicalion Application control, Custom

Intelligence and pEgs . :
application identification, |

Control 1

Tinh néng Anti-Spam

Cho phép kiém soat va ngan chin
thu rac, bao vé€ nguoi dung khéi
cac cudc tn cong qua céac dich vu
guri nhan Email

Tinh nang Capture -
ATP (Multi-Engine) C6 ho tro
Sandboxing
VoIP Full H323-v1-5, SIP
Secure SD-WAN c6 hd trg
H5 trg tich hop USB
s SG/LTE/4G/3G
: : ICSA Enterprise Firewall, ICSA
Clngchi Antivirus, IPv6/USGv6

Ban quyén tinh nang

Bao gém 1 nim ban quyén cac
tinh nang:

- Gateway Anti-Virus, Intrusion
Prevention, Application Control
- Content Filtering Service

- Anti-Spam

- Network Visibility

- Capture ATP (Multi-Engine)
Sandboxing

Yéu cau lap dat

+Céu hinh loadbalancing

+Céu hinh dinh tuyén tuong lta

+Cau hinh Vlan mang

+ Cai dat bao mat hé théng mang

3. Thuyét minh phwong an, gidi phap ky thuit, cong nghé cho phin mém

3.1 Phiin tich lywa chon phirong dn trién khai hg thong phiin mém quin tri nha truong

3.1.1. Phan mém noi bo

Phén mém ndi bo: La phan mém duoc phat trién, nang cap, chinh sira theo cac
y€u céu riéng ctia timg t6 chirc, hodic ngudi sir dung nham dap Umng yéu cau dic thu cua

td chirc va dugc str dung trong ndi bo td chic do.

Theo su phat trién va xu huéng cong nghé hién nay, c6 nhi€u lya chon vé cong

nghé nén dé xdy dung nén cac phdn mém hé théng théng tin 16n.
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* Uu diém:
- Chu déu tu va céc co quan c6 chure nang, kiém soat dugc qua trinh thi cong,
chat lwong nhén su va quy trinh kiém thir, dam bao chit lugng san pham.

- Chu dau tu duge st dung, s¢ hiru ban quyen mi ngudn cua san pham viéc
nay sé gitip chii dong trong viéc kiém soét, nang cip va duy tri hé théng sau diu tu.

- Khong mét chi phi ban quyén sir dung hang nam.

* Nhiroc diém:

- Chi phi x4y dung ban dau cao.

- Can trang bi cac hé théng phan mém CSDL phii hop kém theo

- Cong tac luu trit san phdm, bao gdm ca ma ngudn doi hoi phéi c6 nhan sur
chuyén nghiép din dén chi phi lvong thué hang thang cho nhén su ¢ chuyén mén vé

cong nghé thong tin hodc chi phi thué chuyén gia quan ly hé thong kha cao. Ngoai ra
hang nim phai chuan bi kinh phi hodic nhan su cho viéc phat trién nang cAp san pham.

3.1.2. Phan mém thwong mai ban quyén

- Phdn mém thuong mai: Gom phan mém hé théng, phin mem g dung, phan
mém tién ich, phdn mém cong cu, phan mém _nhing; dugc phat trién hoan chinh, dugc
dang ky thuong hiéu va nhan ban hang loat @& cung cép ra thi truong.

- Phin mém thuong mai do céc t6 churc, _cong ty phat trién nhu da néu trén do
d6 nguoi sir dung s& khéng cén hiu biét sau vé thiét ké hé théng cong nghé 1ap trinh
va quy trinh xay dung sén pham nhu phan mém ndi bd. Céc nha cung cap sin pham S€
dua ra khuyen nghi hodc céc tiéu chuan cai dat, két ndi, moi truong van hanh dbi véi
timg san pham cu thé.

* Uu diém:

- Co quan sir dung, ngudi sir dung c6 thé lua chon nhiéu san pham tuong duong
va nha cung cap dich vu trén thi trudong.

- Cac phan mém thuong mai hién nay ciling dugc nha san xut nghién ctru, hiéu
chinh dé phu hop véi cac co quan quan ly dac tha véi nhiéu cdp quan Iy chuyén mén.
Phu hop véi timg quy trinh, timg yéu cau cu thé phat sinh tai don vi st dung. Tuy bién
theo su thay ddi trong quy trinh quan ly.

- Cac phan mém da duoc tmg dung thanh cong trong cac don vi sir dung, chirng
minh dugc dam bao chat luong va tién ich st dung.

* Nhwoc diém:
- Tén chi phi mua ban quyén.
- Chu dau tu khong dugc sé hitu ma ngudn va thiét ké san pham.

Trén co so nhitng phan tich ddnh gid néu trén nhdn thdy doéi véi nhu cau quan ly
ddc thi, nén ting co sé vét chdt, dé xudt phuong dn lva chon mua phan mém thuwong
mai la hop Iy,
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3.2. M6 hinh kién triic hé théng
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Server Data Center Router Switch Tudmg lira

M6 hinh kién tric hé thong phan mém
Mo ta:
- Péi turong ngudi dung bao gdm: Sinh vién/phu huynh; can bd/gido vién; lanh dao
phong/khoa; 1anh dao nha trudong; can bod quan tri hé thong.
- L6p kénh truy cép bao gom: Truy cép qua trinh duyét Web.

- L6ép nhém tmg dung bao gém céc module chire nang cua phan mém:

1. Phan hé quanly dao 2. Phan hé quan ly nhan sy

tao dai hoc va thi lao giang day 3. Phén h quan Iy khdo thi

4. Phan hé quan Iy tai chinh

hoc vu Quan trj hé théng

- Lép CSDL: La nén tang ciia toan bo hé théng bao gdm:
+ Co sé dir liéu can bo/gido vién
+ Co s¢ dit liéu sinh vién

+ Co s¢ dir ngan hang ciu héi

+ C& sé dir liéu tai chinh
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+ Co sé dir liéu file. Video...

- Lép ha tdng bao g6m ha tang nén tang CNTT: Mdy chu, dudng truyén, thiét bi két
ndi.

- Truc tich hop, két ndi, chia s& du liéu véi cac hé théng khac:

+ Tich hgp mdy quét van tay: Phuc vu cong tac chidm cong cho cén bo, cong nhan vién,
gido vién.

+ Tich hop mdy quét barcode: Phuc vu quan ly tai san, thu hoc phi, quén ly sinh vién...

+ Tich hop héa don dién tir: Hé thong tich hop module quan ly tai chinh hoc vu voi
céc phan mém quan Iy hoa don dién tir clia nha cung cép thir ba thong qua két ndi API

+ Tich hop thanh toan online: Hé théng tich hop véi céc dich vu thanh toan onlne qua
ngén hang, céc vi dién tir, cac céng thanh toan nhim hd tro sinh vién thuc hién thanh
toan online trén cong théng tin sinh vién hodc tmg dung mobile gianh cho sinh vién
thong qua két nbi API

+ Céc hé théng khac trong tuong lai...
3.3. Nén tdng cong nghé virng dung phit trién hé thong
Cong nghé tmg dung: Webserver, Window form
Nén tang ung dung: Windows, I0S, Android
Tiéu chi thiét ké:
+ Hudng dén phuc vu moi lic, moi noi
+ Huéng dén moi dbi tuong nguoi dung
+ DEé sir dung va tién ich
+ DE phat trién, kha ndng nang cip va mé rong trong tuong lai cao
+ Quan ly dir liéu tap trung
3.4. Bin quyén phin mém

Phén mém dugc mua trong dé 4n nay la phén mém thuong mai, yéu cau phai c6

Y
A

ban quyén va da dugc dang ki sé hitu tri tué. Ban quyé€n dugc tinh theo hinh thitrc tron
g0i - chi phi mua, phan mém sé& khéng phu thudc vao s6 luong users (ngudi sir dung)
duoc cap tai khoan sir dung hé thong phan mém duoc dau tu.

3.5. Cdc yéu ciu chung doi vii phin mém.
Phan mém dugc xay dung huéng dén kién tric dung chung, c6 tinh tai st dung
cao, chung mot nén tang tich hop; phu hop véi quy trinh nghiép vy, thic ddy tai ciu

triic nghiép vu, huéng dén don gian hoa, hiéu qua, thong nhét va tuong minh quy trinh
nghiép vu.

Phan mém c6 kha ning diém danh sinh vién bang nhi€u hinh thirc, trong d6 c6
th€ diém danh bang viéc quét ma QR Code trén ung dung di dong.

Phan mém c6 kha ning sé hoa cac Dich vu cong truc tuyén doi véi Sinh vién,
Giang vién gom:

- Dang ky hoc phén (d trién khai cho don vi ¢6 >20.000 sinh vién)
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- Nop hd so nhép hoc truc tuyén

- Xin cép gidy x4c nhan HSSV

- Dang ky bao Iuu két qua hoc tap

- Ding ky xét tbt nghiép truc tuyén

- Dé xuit /Duyét tam ngung lich day truc tuyén

- DPé xuét /Duyét phong day bu truc tuyén

- Pé xuit /Duyét day thay

- Tich hgp hoc truc tuyén trén chirc nang xem man hinh xem lich
- Xuét hoa don dién tir tu dong qua cong sinh vién

- Xem lich phong tréng (¢ muon phong)

Céc dich vu cong cén dugc thong bdo tr dong (notification) qua cac kénh
Website, tng dung Mobile

Cung cip tmg dung mobile mién phi danh cho Giang vién va sinh vién két nbi
V01 cac nghiép vu quan ly dao tao.

3.5.1. Yéu cau chia sé di liéu va dong bé dit liéu gitta cac phdn hé cua phan
mém:

- Truong hop 1: Thong tin thi sinh dugc chuyén déi thanh hd so sinh vién sau
khi hoan tat thu tuc nhép hoc (truc tuy€n hodc truc tiép tai trudng)

- Trudng hop 2: Khi tuyén dung giang vién, moi giang mai tr b phén TCCB,
dir liéu sé duqq dong bo tirc thoi qua hé thong x€p cép thoi khod biéu dé phuc vu cong
tac xay dung ké hoach hoc tép.

- Truong hop 3: Chuyén ddi chuc vu cdng tac déng bo dit lidu vé sb tiét chuén,
gi0 nghién ctru khoa hoc, git cong tac khac, ...

- Truong hop 4: Chém dirt hop dong v6i mét nhan su khi c6 quyét dinh chdm

dut hop dong véi mot nhan sy hé thdng s& canh bao va tu dong khoa tai khoan cua
nhan sy ¢ tat ca phan hé dang dugc phan quyén st dung.

, - Truong hop 5: Khi lich hoc dugc chuyén tir hinh thire hoc truc tiép sang truc
tuy€n thi hé théng canh bao ngay cho giang vién, sinh vién théng qua ung dung di
dong. Giang vién, sinh vién c6 thé str dung cong thong tin, (mg dung’trén di dong dé
tham gia giang va hoc tp truc tuyén. Khi vao day, vao hoc thi hé thong tu déng bao
gidng va diém danh cho sinh vién.

- SSO (Single Sign On): Pam bao rang m§i nguoi dung chi sir dung duy nhat
mot tai khoan khi truy cap vao cac phan hé cia phin mém.

- Cong thong tin sinh vién, gidng vién phai dam bao tich hop SSO véi tai khoan
office 365 hodc tai khoan google.

- Nha cung c4p phdn mém phai thuyét minh duoc giai phap va demo thuc té

\

theo yéu cau cta nha truong
3.5.2. Yéu cau Co ché phdn quyén, phan cap quan Iy

- Yéu céu I: Dép tng dugc phan quyén mé hinh truong c6 nhidu phén hiéu, co
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s& lién két. Mdi co s& s& c6 mot quan tri khac nhau.

- Yéu cau 2: Phan quyén truy cap phan hé ciia phan mém, vi du nhan su thudc
phong TCCB thi chi truy cép vao duoc phan hé quan ly nhén sy, khong truy cap duoc
vao hé thdng ctia Pao tao va nguoc lai

- Yéu ciu 3: Phan quyen khai thac dir liéu, vi du nhéin su thuff)c Khoa, b6 mé6n
nao thi xem dugc thong tin: chuong trinh dao tao, hd so sinh vién, hd so giang vién...
cua khoa, b mén d6 chu quan, con véi Phong Quan ly Dao tao dai hoc sé& truy cap
duoc dir li€u cda toan trudng, toan co sd.

- Yéu cau 4: Phan quyén chi tiét timg chirc nang, tinh nang: khi nhin su dugc
phéan quyen truy cép phén hé, khai thc dir liéu nhung khi vao timg chuc nang s€ c6
cac quyén chi tiét nhu “Xem”, “Thém”, “Stra”, “Xoa”, “Trich xuat dit liéu”, “Xem
nhat kySS

- Nha cung cép phin mém phai thuyét minh dugc giai phap va demo thuc té
theo y€u cau cla nha trudng

3.5.3. Yéu cdu vé kha ndng tuy bién cua nguoi sir dung

- Cho phép thiét 1ap céc loai hé sé quy ddi, va quy dinh cong thirc tinh quy dbi
gid chuan.

- Cho phép quy dinh céc tinh diém cua timg mén hoc, timg 16p hoc phan mot
cach chi tiét timg cot diém, trong s ciia timg cdt, cach thirc lam tron diém, .

- Cho phép cép nhét thém quy ché tir Bo Gio duc va Pao tao, BO Y t& mot céc
linh hoat, c¢6 diéu chinh theo dic thu cta truong. C6 thé ap dung ting quy ché cho
timg d6i trong dao tao: Khod, loai hinh dao tao, H¢ dao tao, Nganh, Hoc ky... va phai
dam bao chay mét cach ddng thoi cac quy ché hién co.

- Nha cung cép phin mém phai thuyét minh dugc giai phap va demo thuc té
theo yéu ciu cua nha truong.

3.5.4. Yéu cau vé module xay dung ké hoach (Xép lich hoc, Xép lich thi)

- Hé thong phai dép tng duoc viéc xep thoi khoa bleu lich thi c6 thé hoan toan
tu dong (hé thong sir dung cac thuat toan tdi wu dam bao xép 100% cac su kién), sau
khi xép tu dong xong ngudi ding c6 thé can thiép vao céc lich da xep nhu chuyén ddi
gitra 2 cd@p tiét cho nhau. . -Ngoai ra nguoi dung ciling c6 thé xép lich bang thao tac kéo
tha rat don gian, phan mém s& kiém tra nhing 6 lich nao c6 thé xép duoc lich bing
céch thé hién mau sic dam bao khong trung lich giira cac gido vién, phong hoc.

- Cho phép chuyén ddi tr hoc truc tiép sang hoc truc tuyén mét cac nhanh
chéng va cé su déng bd cao voi ung dung cho sinh vién va giang vién giang day.

- Cho phép tinh tién toan b lich hoc (trong céc truong hop bat kha khang vi du
nhu thoi dlem dai dich Covid-19 dién bién phtrc tap), hodc linh dong diéu chinh lich
hoc timg tudn doc 14p ma khong 1am anh hudéng dén tién do chung.

- Cho phép chuyén ddi nhanh chéng tir lich hoc thanh lich thi.

- Nha cung cép phin mém phai thuyét minh duoc giai phap va demo thuc té
theo yéu cau ctia nha truong.
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3.5.5. Yéu cdu vé xdy dung Ké hoach thu hoc phi, 1¢é phi
- Ké hoach thu nién ché: Thu theo hoc ky, nam hoc

- K€ hoach thu thudn tin chi: Thu phi dua trén s tin chi sinh vién dang ky hoc,
v6i don gid tin chi dugc phén loai: mén hoc, khéi kién thuc, nganh, kho4, co sg, ...

- K& hoach thu tin chi lai nién ché: Hoc ky dAu tién cita khoé hoc khi sinh vién
nhép hoc thi thu theo hoc ky, sau @6 hé thong tinh toan khiu trir dé dua ra céc khoan
thu phat sinh, du tién dé can trir cho cac hoc phan & hoc ky khéc.

- Ké hoach thu véi mirc phi déc biét: danh cho truong hop sinh vién ¢6 nhu ciu
hoc tra ng, yéu cau mé 16p dic biét s& c¢6 it sinh vién, va m6i mic phi dic biét ma
truong lap ra.

-Ké hoach thu tron géi: theo hop déng tir ddi tac, co s& lién két dao tao, ...

- Cho phép thu bd sung céc Khoéan phi phat sinh: Phong hoc mdy lanh, Phong
may chiéu, Phong Lab, Hoc truc tuyén, Hoc truc tiép.

- Phan mém cén dap tmg nhiéu tinh huébng 1ap ké hoach thu:
1. Lap ké hoach thu theo hinh thirc nim hoc
Lap ké hoach thu theo don gi4 tin chi
Lap ké hoach thu ¢6 don gia tirng loai mon hoc
Lap ké hoach thu c6 don gia theo s6 tiét (Ly thuyét / Thuc hanh)

D A W N

Lap ké hoach thu cho sinh vién dang ky hoc lai
6. Lap ké hoach thu cho mét 16p hoc phan dic biét

Lap muc thu bd sung 1€ phi ddc biét v6i sinh vién sinh ding ky vao 16p hoc phén
déc thu (VD: Lé phi phong may lanh, L& phi ngoai gi¢ theo don gia * s6 tin chi)

- Nha cung cép phin mém phai thuyét minh duoc gidi phap va demo thuc té
theo yéu cau ctia nha truong.

3.5.6. Yéu cau kha nang mao rong va tich hop

- Phin mém c6 thé m& rong, nang cép, bd sung c4dc hang muc/module khac trong
tuong lai nhung phai dam bao tinh tong thé, dong bo va lién két chit ché giira cac
module phan mém.

- Phén mém phai dép tmg kha nang cho phép ngudi ding tuy chinh tat ca cac loai
biéu mau theo dang Excel, Word st dung co ché: Tai mau, Upload mau, Xuét mau cé
dir liéu

- Tich hop true tiép véi Ngén hang: hé théng c6 kha nang tich hop thanh toan
vOi céc ngan hang theo thoi gian thuc, khi thanh toan xong dir liéu s€ dugc bao cdo
truc tiép vé phan hé ciia bo phan ké toan.

- Tich hop véi cong thanh toan: tich hop v6i mot cac cong thanh toén phd
bién hién tai nhu: BaoKim, VNPay, thanh todn va dong bo truc tiép vé hé théng ciia bo
phén ké toan.

- Tich hop véi Hoa don dién tir:tich hop vé6i cac don vi cung cip hoa don
dién ti: VNPT, Viettel,... dé xuiat truc tiép tu phén mém cua ung dung cho
nguoi hoc.




- Phin mém c6 kha ning trién khai mé rong cac phan hé quan ly khac
trong tuong lai nhu: Phan hé quan ly khoa hoc cong nghé; Phan hé quan ly hanh
chinh dién tir; Phan hé quan ly ky tuc xa; Phan hé quan ly tai san, cong cu dung
cu; Phan hé quan ly kiém dinh chat lugng, Phan hé tuyén sinh; Phan hé nhép hoc
truc tuyén; Phén hé quan ly dao tao thac si; Phan h¢ quén ly dao tao tién si; Phan
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hé quan ly dao tao ngan han..

- Nha cung cdp phin mém phai cung cép ban sao cong chimg cac hgp dong da
thyc hién chimg minh khé ning mé rong va tich hop cua phan mém. Nha cap phan

mém phai thuyét minh dugc giai phép va demo thuc té.

3.6. Cdc yéu cau vé chirc ning doi voi hé thong phin mém

3.6.1. Phdn hé quan ly dao tao

I

Phan hé quén ly dao tao cdc hé va cdc bac dao tao

Phan hé

Quaén ly chwong trinh khung

Module

1.1

Khai bdo danh muc Chuwong trinh dao tao khung

Danh muc Nam hoc

Danh muc Khoéa hoc

Danh muc Hoc ky - ndm hoc

Danh muc Béc dao tao (Trinh do dao tao)

Danh muc Loai hinh dao tao

Quaén ly Thoi gian dao tao

Danh muc Khéi nganh

Danh muc Nganh dao tao

Danh muc Chuyén nganh dao tao

Danh muc Loai mén hoc

Danh muc Khéi kién thirc

Danh muc Hinh thic thi

1.2

Qudan ly mon hoc

Danh sach mén hoc theo Khoa, bo mén

Thém / Cap nhét thong tin moén hoc

Quan ly mén hoc theo trinh d6 dao tao
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Thém / Cap nhat mén hoc theo trinh d6 dao tao

1.3

Lap chwong trinh khung

Lép chuong trinh khung tin chi - nién ché cho tét ca céc hé

Quan ly CTDT theo Co s&, Khoa hoc, Hé dao tao, Loai hinh
dao tao, Nganh, Chuyén nganh

Thém / X6a mén hoc tir chwong trinh

Thiét 14p moén hoc tién quyét, mén hoc song hanh, mén thay
thé, mén hoc tuong duong, mén tu chon, nhém tu chon, mén
khong tinh TBC, mon tbt nghiép, mdn dd an

Thiét 14p khéi kién thirc

Thiét 1ap sb tin chi, sé tin chi LT, TH theo timg mon hoc

Thiét 1ap sé tiét LT, TH, bai tap 16n, tr hoc, téng tiét,...

Thiét 1ap sb ky hoc tdi thiéu, sb tin chi téi thiéu trong chuong
trinh hoc ctia timg chuyén nganh/nganh

Thiét 1ap cac mon hoc chimg chi - chuan dau ra

In chuong trinh dao tao

Thém mét hodc nhiéu chuong trinh khung

Sao chép chuong trinh khung

So sanh chuong trinh khung

Xda chuong trinh khung

Khéa/ Mé khéa chuong trinh khung

Xem nhét ky thay ddi chuong trinh khung

Théng ké mén hoc trong chuong trinh khung

Quan ly quy uéc cot diém cho phép thiét 1ap t6 chuc thi nhiéu
cot diém, thiét 14p cong thirc tinh diém, thang diém ti da

Quin ly dé cwrong mon hoc

Module

2.1

Qudn Iy dot bién soan dé cwong chi tiét

Tra ciru dot bién soan dé cwong chi tiét

Thém méi dot bién soan dé cuong chi tiét
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Xoba dot bién soan dé cuong chi tiét

Cép nhat dot bién soan d& cwong chi tiét

Sao chép dot bién soan dé cuong chi tiét

Xuét dit liéu dot bién soan dé cuong chi tiét

2.2

Quin Iy dé cwong chi tiét

Tra ctru dit liéu dé cwong chi tiét

Thém méi chi tiét dot bién soan dé cuong chi tiét

Xoa chi tiét dot bién soan d& cuong chi tiét

Phan quyén soan thao dé cuong chi tiét

M¢ khoa/ Khéa dé cuong chi tiét

Sao chép dé cuong chi tiét

Xuét dit ligu chi tiét dot bién soan d& cuong chi tiét

2.3

Bién soan dé cuwong

Tra ctru dé cuong chi tiét

Xem dé cuong chi tiét

Thém méi dé cuong chi tiét

Xéa dé cuong chi tiét

Cép nhat dé cuong chi tiét

Sao chép dé cuong chi tiét

Bién soan d€ cuong chi tiét

Dé xuit duyét dé cuong chi tiét

Tra ctru lich sir trang thai

In dé cuong chi tiét

2.4

Duyét dé cuong chi tiét cip té by mon

Tra ctu dir lidu dé cuong chi tiét

Xem dé cuong chi tiét
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Duyét/ khéng duyét dé cuong chi tiét

Tra ctru lich str trang thai

Xuét danh sach d cuong chi tiét

2:0

Duyét dé cwong chi tiét cdp HDKH Khoa

Tra ctru dir lidu dé cwong chi tiét

Xem dé cuong chi tiét

Duyét/ khéng duyét dé cuong chi tiét

Tra ctru lich sur trang thai

Xuét danh sach d& cuong chi tiét

2.6

Xdc nhin dong diu

Tra ctru dit lidu d& cuong chi tiét

Xem d cuong chi tiét

Xem lich st trang thai

Xac nhan dong dau

Xuét danh sach dé cuong chi tiét

el

Phit hanh @ cwong chi tiét

Tra ctru dif liéu phat hanh d& cuong chi tiét

Phat hanh d& cwong chi tiét

Xuét dit liéu phat hanh dé cuong chi tiét

Quaén ly 16p hoc

Module

Danh séch 16p hoc

Tao 16p hoc méi

Cép nhat thong tin 16p hoc

Cép nhét thong tin GVCN, CVHT

Chuyén 16p hoc sinh vién

Quan ly dang ky chuyén nganh sinh vién
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Duyét ding ky chuyén nganh sinh vién

Quén ly chuyén nganh sinh vién

Danh sach sinh vién theo 16p

Phén 16p cho sinh vién

Dénh ma sinh vién da phén 16p, chua phan 16p

Quin Iy hé so ngwoi hoc

Module

4.1

Qudn Iy thong tin sinh vién

Tra ctru thong tin sinh vién theo danh sach

Tra clru thong tin sinh vién tong quan mot sinh vién

Cap nhat thong tin sinh vién

Thay d6i méat khau sinh vién

Dé xuét cap nhat thong tin sinh vién

Duyét thong tin sinh vién duogc dé xuat

Hién thi trang thai hoc sinh vién: Pinh chi, théi hoc, bao luu,
Pang hoc, P4 tét nghiép, Rut hoc phi,..

Cép nhat trang thai sinh vién: Dinh chi, thoi hoc, bao lIuu, Pang
hoc, P3 tt nghiép, Rut hoc phi,..

Thdng ké bién dong sinh vién

4.2

Qudan Iy danh muc ho so sinh vién

Quan ly ho so sinh vién

Quan 1y gifly t& nhan tir sinh vién nhap hoc

Théng ké hd so sinh vién theo bao cdo BGD, theo tinh, khu
vuc, dén tdc, theo dd tudi

B4o c4o théng ké hd so theo nguoi thu

Théng ké sinh vién ndp du/thiéu hd so

4.3

In thé sinh vién

Import hinh anh sinh vién

Két ndi camera & thiét bi méy tinh chup va lwu hinh anh sinh
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vién

Thiét ké mau thé theo mAu nha Truong

In thé gidy sinh vién

In thé nhua sinh vién

Quén 1y cép phat thé sinh vién : Pa phét thé, chua phat thé

Cép lai thé sinh vién

Quan ly dot bao luu sinh vién

4.4

Qudn Iy ké khai béo hiém y t¢

Dot khai bdo bao hiém

Sinh vién khai bao thong tin bao hiém

Cép nhéat khai bao BHXH khong dugc duyét/ chua duyét

Kiém duyét thong tin khai béo

In/ Xuit mau 1 (D03-TS)

In/ xuit mau 2 (TK1-TS)

In/ xuét mau 3 (PL TV HGD)

Lich str khai bAo BHXH

Quin Iy hanh kiém — khen thwéng — ky luat

Module

3.1

Quan Iy khen thudéng — ky ludt sinh vién

Danh muc khen thuéng, ce"lp khen thuong, hinh thirc khen
thudng

Danh muc ky luét, cap ky luét, hinh thtrc ky luat

Nhép quyét dinh khen thudng sinh vién

Cho phép dinh kém c4c file quyét dinh khen thudng

Import danh sach sinh vién dugc khen thuong

Nhép quyét dinh ky luat sinh vién

Cho phép dinh kém cic file quyét dinh ky luat

Import danh sach sinh vién bi ky luat
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Xir ly sinh vién vi pham

Xoa an ky luat

Hién thi théng tin sb thang thuc hién, sé ngay (thang) con hidu
luc

Théng ké vi pham sinh vién

Théng ké xir Iy vi pham sinh vién

Xem danh s4ch sinh vién khen thudng, ky luit theo cac quyét
dinh

Théng ké vi pham sinh vién

In gidy béo phu huynh

5.2

Diém danh sinh vién

Phan quyén diém danh sinh vién

Diém danh sinh vién

Diém danh sinh vién theo 16p hoc phén

Diém danh sinh vién theo QRCode

Import diém danh sinh vién

Thanh tra diém danh sinh vién

Théng ké sinh vién ving

Théng ké sinh vién ving theo ngay

Théng ké giang vién khong diém danh

B4o c4o tinh hinh diém danh sinh vién

5.3

Quin Iy diém rén luyén (hanh kiém) sinh vién

Thiét 14p danh muc loai rén luyén, ni dung rén luyén

Thiét 1ap diém t6i da theo timg tiéu chi diém rén luyén

Import tong diém rén luyén sinh vién

Khéa/ M& diém rén luyén

Quén 1y phiéu danh gi4 rén luyén, dong bo dit lidu lién quan
(Keét qua hoc tép, khen thudng, ky luat, ngoai khéa)
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Ap dung phiéu rén luyén cho 16p hoc

Sinh vién tu danh gia rén luyén theo phiéu

Cén sy 16p danh gia rén luyén theo phiéu theo danh sach sinh
vién trong 16p

cé ye‘in hoc tap/ Gido vién chu nhiém danh giéa rén luyén theo
phi€u theo danh séch sinh vién trong 16p

Khoa chil quan 16p danh nghia dénh gi4 rén luyén theo phiéu
theo danh s4ch sinh vién trong 16p

Phong Cong tac sinh vién danh gia rén luyén theo phiéu theo
danh séch sinh vién trong 16p

Tinh di€ém rén luyén sinh vién theo nim

Tinh di€ém rén luyén sinh vién toan khoa

Khoéa diém rén luyén

Tdng hop két qua rén luyén theo hoc ky (khi da c6 két qua)

Téng hop két qua ren luyén theo hoc ky

Tdng hop két qua rén luyén nam hoc

Téng hop két qua rén luyén toan khoéa

Quan Iy hoc béng

Module

6.1

Quy dinh xét hoc bong/ danh hiéu

Danh muc hoc béng

Danh muc khen thuéng hoc béng

Thiét 1ap tiéu chuin xét hoc bong

Thiét 1ap tiéu chuin xét danh hiéu

Dinh murc tién hoc béng

Phén bé dinh mirc hoc béng

Qu§ phan bd hoc bdng theo hoc ky

Céu hinh xét hoc bdng — Danh hiéu sinh vién

Ap dung c4u hinh xét hoc bbng — Danh hiéu sinh vién
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6.2

Xét hoc bong/ danh hiéu

Xét hoc béng theo dot

Duyét danh sach hoc bdng theo dot

Xét hoc bong theo nam

Duyét danh sach hoc béng theo nam

Xét hoc bong theo khoa hoc

Duyét danh sach hoc béng theo khoa hoc

X¢ét danh hiéu theo dot

Xét danh hi¢u theo ndm hoc

Phan b6 tién sinh vién dat hoc béng

Phén bb tién sinh vién dat hoc bdng theo khoa

Théng ké danh hiéu sinh vién — 16p hoc theo nam

Théng ké qu§ hoc bbng

Béo c4o phén bo tién hoc bong

6.3

Xét hoc bong ngoai ngan sach

Danh muc hd so hoc béng

Dot dang ky hoc bdng ngoai ngan sach

Duyét ding ky hoc béng ngoai ngan sach

6.4

Chi hoc bong

Chi hoc bong

Chi hoc bdng (theo danh séch)

Quin ly doi twong chinh sach, mién gidm, trg cap xa hoi

Module

7.1

Qudn Iy mién giim hoc phi

Thiét 14p danh muc déi tuong mién giam

Lép danh sich mién giam hoc phi

Import danh séch mién giam hoc phi
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Duyét danh sich mién giam

Cap nhat hoc phi mién giam

Ké hoach mién giam nhap hoc

K& hoach mién giam nhép hoc theo 16p hoc

Téng hop tinh hinh mién gidm

Danh séach hd trog chi phi hoc tap

Danh sach nhén trg cép x4 hoi

Béo c4o dbi tuong mién giam hoc phi theo dot

Béo c4o dbi tugng chinh sach hing nam

Béo céo mién giam hoc phi

7.2

Chi mién giam hoc phi

Chi mién giam

Chi mién giam theo danh sach

Cong cu hj tro xép thoi khéa biéu

Module

8.1

Khai bao danh muc

Danh muc mén hoc ngoai chuong trinh nhu SHCN, gido duc
dinh hudng, ...

Thiét 1ap sb tiét budi sang, chiéu t6i, phong ban cip phong

Thiét 14p danh muc gi& hoc, gid thi, tiét hoc

8.2

Qudn ly gidng vién

Danh séch giang vién

Phén cong giang vién mon hoc, giang vién thudc bd mon, khoa

Ding ky khbi lwong giang day

Duyét khdi luong giang day

Théng ké danh sach giang vién di day theo nam

8.3

Qudn ly phong hoc

Danh muc Co s¢&
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Danh muc DPia diém phong

Danh muc Day nha

Danh muc Tinh chét phong / mén hoc (Ly thuyét, Thuc hanh,
Sén tp, Nha xudng, Thi nghiém, Tin hoc)

Danh muc Phong, Sirc chira hoc, Strc chtra Thi

Khai bao khoa sir dung phong

Xin phong tu do

Cap phong tu do

Théng ké tan suét st dung phong

Tra ctru phong tréng

Giang vién, sinh vién dé xuat mugn phong

Duyét dé xudt muon phong

Cép phong cho d& xuit muon phong

Tra ctru lich sir mugn phong

8.4

Qudn Iy ké hoach dio tao

Quéan ly ké hoach nghi 1&, Tét, he

Quan ly tién d6 dao tao hoc ky

Diéu chinh tién dd dao tao theo 16p danh nghia

Diéu chinh tién do dao tao theo 16p hoc phan

8.5

Qudén Iy I6p hoc phin

Quan 1y 16p hoc xép thoi khoa biéu

Quan Iy mén hoc xép thoi khoa biéu

M6é moén hoc ngoai chuong trinh

Danh sach 16p hoc phan

M& 16p hoc phén

M& 16p hoc phan ngoai chuong trinh

Tra ctru thong tin 16p hoc phan
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Cap nhit si sb 16p hoc phan

Chuyén trang thai 16p hoc phan

Xuét danh sach 16p hoc phén

Cp giang vién du kién 16p hoc phan

Théng ké si s6 16p hoc phén

Théng ké sb luong 16p hoc phin

Théng ké du kién m& 16p hoc phan

Tach, ghép 16p hoc phin

In ké hoach giang day theo nam/ bo mén

Nhat ky thay d6i trang thai 16p hoc phan

8.6

Xép lich hoc

Xép lich hoc theo 16p hoc phéan

Xép lich hoc theo khoa

Hiéu chinh lich hoc

Chia nhém thuc hanh

Cép phong lich hoc

Cap giang vién lich hoc

Kiém tra trung lich hoc cta sinh vién

Kiém tra céc sy kién tring ngay nghi 18

Kiém tra trung lich 16p sinh vién

Kiém tra trung lich giang vién

Kiém tra trung lich phong hoc

Khai béo lich ban gidng vién

Hién thi lich ban ciia giang vién va Phong

In thoi khéa biéu hoc ky

In thoi khéa biéu 16p hoc

St o —
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In thoi khoa biéu giang vién

In thoi khoa biéu phong hoc

K¢ hoach cua giang vién

K¢é hoach ctia giang vién theo khoa

So sanh lich hoc céc 16p hoc phan

8.7

Xép lich thi

Tao dot thi

Xép lich thi

Cép Phong thi

Phén cong can bd coi thi 1, coi thi 2

Kiém tra trung lich thi véi lich hoc, phong thi, can bd coi thi,
sinh vién

In danh sach lich thi

Xuét lich thi ra excel

In danh séch lich thi va phan cong gi4o vién du kién

Théng ké sb lwong sinh vién trung lich thi

Nhat ky diéu chinh lich thi

Théng ké 16p hoc phan chua xép lich thi

Théng ké sb ca coi thi giang vién theo khoa

In lich thi cua 16p

In coi thi ctia giang vién

In lich thi cua khoa

8.8

Dé xuit tam ngung, day bu, day thay

Quan ly dé xuét tam ngung

Ky duyét dé xuét tam ngung

Quan ly d& xuét day ba

Ky duyét dé xuét day bu
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Quan ly d xuét day thay

Ky duyét dé xuét day thay

Théng ké lich hoc tam ngung

Théng ké sb tiét tam ngung GV

Xép thoi khoa biéu lich hoc, lich thi tw dong

9.1

Xép lich hoc tw dong

Danh muc ca hoc

Quan 1y ca hoc cac 16p xép lich

Quan Iy céc 16p hoc phan xép lich tu dong

Cap giang vién du kién

Cép phong du kién

Quan Iy dd wu tién cip phong

Xép lich hoc tu dong

Cép giang vién tu dong

CAp phong tu dong

9.2

Xép lich thi tw dpng

Quan ly dot thi

+ Thém/ stra/ x6a dot thi

+ Thém/ stra/ x6a chi tiét dot thi
+ Cong bb dot thi

+ Huy cong bb dot thi

+ Khoa dot thi

+ Mo khoa dot thi

Quan ly phong thi theo dot thi

Quan 1y 16p hoc phan xép lich thi

+ Thém/ stra/ x6a 16p hoc phan can xép lich thi
+ Cép nhat sT )

+ Chuyén dot thi

+ Tach nhém thi

+ Chon hoc phén tuong tu

Xép lich thi tap trung
+ Chon Lép th’phén x€p lich thi
+ Chon phong xép lich thi
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+ Xoba hoc phe“m khong xép lich thi
+ Ch@ do xép vao mot ca
+ Ché d6 x€p vao mdt ngay

Phén khoa cip giang vién coi thi du kién

Phan cong giang vién coi thi du kién

In danh sach lich thi

In danh sach giang vién coi thi du trit

Bao céo si s6 nhém thi

B4o c4o 16p hoc phan chua xép lich thi

Bdo cdo chi ti€t phan con giang vién coi thi du kién

Béo céo 16p hoc phan chua thém vao lich thi

Béo céo sinh vién chua ¢6 lich thi

Théng ké sir dung phong thi theo hoc phan

Thong ké so ca coi thi giang vién

Théng ké s ca coi thi giang vién theo khoa

10

Chim céng bso giang

Module

10.1

Qudn Iy chim céng lich day

Phén cong thanh tra chdm céng

D6 dir liéu cong lich day

Cép nhat chdm céng lich day theo phén cong

Cap nhat chAm cong lich day

Chuyén chidm c6ng lich hoc

In kiém tra gi¢r giang

In kiém tra gi® giang theo khoa

Thong ké sai pham giang vién

Théng ké sai pham giang vién theo khoa va toan trudong

Thong ké phéan cong cham cong
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Théng ké tong sb tiét cua GV theo hoc ky

B4o c4o sb tiét day thuc tét ctia GV

Déi chiéu gid day theo 16p hoc phin

Bao c4o ké hoach day va thuc giang

Théng ké thira thiéu tiét giang

10.2

Qudn Iy chidm céng lich coi thi

D6 dir liéu cham cong coi thi

Cap nhat cham céng coi thi theo phén cong

Cap nhat chim cong coi thi

In kiém tra gi&r coi thi

In kiém tra gio coi thi theo khoa

Théng ké s6 tiét coi thi thuc t& cia GV

11

Quan ly ding ky hoc phén

Module

11.1

Quin ky ding ky ké hoach hoc tap sinh vién

Quan Iy dot dang ky mo hoc phan (ké hoach hoc tap)

Théng ké yéu cau ding ky ké hoach hoc tap

Sinh vién dang ky ké hoach hoc tap (web)

Cb van hoc tap Duyét dang ky ké hoach hoc tap (web)
- Gia han dang ky

- Khong duyét ddng loat

- Duyét dong loat

- Dang ky ho sinh vién

Duyét dang ky ké hoach hoc tap (web)

11.2

Nhém chirc ning ding ky hoc phin

Quan ly thoi gian ding ky hoc phan

Quan ly thoi gian ding ky hoc phén b sung

Ding ky hoc phan tu déng

Ding ky hoc phan sinh vién
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Ding ky hoc phan theo nhém

Ding ky hoc phan theo 16p hoc phan

Dang ky hoc cai thién

Piang ky hoc phén tu do

Ding ky hoc phan ngoai chwong trinh

Import ding ky hoc phan

Chuyén 16p hoc phan

11.3

Nhém chire niing hily ding ky hoc phan

Huy ding ky hoc phén snh vién

Huy dang ky hoc phéan dé hoc lai

Huy dang ky nhiéu 16p hoc phan

Huy 16p hoc phin

Huy dang ky hoc phan nhiéu sinh vién

Huy no hoc phén tu chon

Huy dang ky hoc phan chua dat hoc phan tién quyét

Nhét ky hily dang ky hoc phan

11.4

Nhém chitc ning hé trg tdi wu si sb thue té dang ky hoc
phan

Dang ky gia han ndp hoc phi

Quy dinh han ndp hoc phi hoc ky

Cép nhat ngay hét han ndp hoc phi 16p hoc phan

Théng ké danh sach tr& han ndp hoc phi

Huty déng ky hoc phan chua ndp hoc phi

11.5

Nhom chirc niang thong ké, bao cdo dir liéu dang ky hoc
phan

Théng ké s6 tin chi sinh vién diang ky theo dot

Théng ké sinh vién dang ky thiu tin chi so véi chuong trinh
khung
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Théng ké sinh vién ding ky hoc phan theo dot

Béo c4o sinh vién khong dang ky hoc phan theo dot

B4o c4o sinh vién khong ding ky hoc phan

Théng ké sinh vién ng hoc phin N*

12

Quin Iy diém sb, két qua hoc tap

Module

12.1

Thiét Idp quy ché dao tao

Dinh nghia quy ché dao tao

Thiét 1ap quy ché dao tao dén timg 16p hanh chinh

Thiét 1ap cong thirc tinh diém

Quén ly céch tinh diém 16p hoc phan

Quan ly cach tinh diém mén hoc

Thiét l1ap danh muc xép hang hoc tap, xép loai hoc tap

Thiét Iap ha béc xép loai téng két hoc ky, xét tot nghiép

Thiét 14p chi tiét diéu kién canh bao hoc ky - budc thdi hoc

12.2

Qudn Iy diém

Danh muc quy ddi diém

Danh muc quy ddi xép loai diém

Danh sich sinh vién vang thi c¢6 1y do

Dinh nghia phan tram trir vi pham ky luét thi

Nhép danh sach sinh vién vi pham ky lut thi

Phan quyén nhép diém

Xét dur thi gitta ky (xét diéu kién nhap diém thanh phan)

Nhap diém qua trinh

Xét du thi két thic mén

Nhép diém két thuc

Nhap diém tdng két mén hoc sinh vién
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Nhép diém no

Stra diém sinh vién

Cheén diém 0

Tinh diém téng két mon hoc

Khéa diém hoc tap

M¢& khéa diém hoc tap

Nhap diém tir file excel

Huy két qua hoc tp

In bang diém theo 16p hoc phan

Xem chi tiét két qua hoc tép sinh vién

In bang diém ca nhéan

Béo c4o 16p hoc phan chwa nhap diém

B4o c4o tinh hinh nhép diém sinh vién

Nhit ky sira diém téng hop

Téng hop thi lai - hoc lai

Quan ly sinh vién véng thi

Xt ly trudmg hop check nhim véng thi

Quén ly thi lai d6i véi sinh vién véng thi c6 ly do

Quy dinh thoi gian nhap diém thuong ky, cudi ky

13

T6 chirc thi tap trung

Module

Tron lich thi sinh vién

Nhaét ky trdn sinh vién vao lich thi

Danh s6 bao danh theo hoc phan

DPanh s6 bdo danh theo lich thi

In danh sach du thi

Quan ly don i bai thi danh phach
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Phén quyén nhén su nhap diém theo lich thi

Hudng dan don tai bai thi

Huéng dan dénh phach

Khoa ddn tui bai thi

Nhép diém thi theo phong thi

Phén cong nhan sy chdm thi, nhap diém tui bai thi

In danh sich nhap diém theo phach

Nhap diém thi theo phach, SBD

Nhip diém thi theo tii bai thi

14

Xét tién d9 hoc tap

Module

Téng két hoc ky, xét canh bao hoc vu

In bang diém téng két hoc ky theo 16p

Xét 1én 16p

Béo cdo xét 1én 16p

Tra ctru két qua xét hoc vu

Téng két nam hoc

In bang diém téng két nam hoc theo 16p

Tdng két khoa hoc

In bang diém téng két khéa hoc theo 16p

15

Quan ly chuan dau ra

Module

Khai béo loai chimg chi

Khai béo chimg chi

Quy dinh chuan dau ra chung

Quy dinh chu4n d4u ra b sung

Nhép ching chi sinh vién

Import chimg chi sinh vién
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Thong ké sinh vién ng chuén diu ra

16

Xét tot nghiép

Module

16.1

Xét tot nghiép tin chi

Thiét 1ap didu kién lam kho4 luan, thuc tap

Xét diéu kién 1am kho4 lun, thuc tap

Quaén ly thong tin dang ky luin van

Import thong tin luén van

Tao dot xét tot nghiép

Dang ky hoan xét tbt nghiép

Duyét ding ky hoan xét t6t nghiép

Dé xuét xét ot nghiép

Xét t6t nghiép

Cong nhan két qua xét t6t nghiép

Xét vét tot nghiép

16.2

T6 chirc thi t6t nghiép (danh cho dao tao hinh thirc nién
che)

Mé& mdn va dang ky thi t6t nghiép tu dong

Ding ky thi t6t nghiép

Ding ky thi lai tot nghiép

Danh sé4ch sinh vién du thi tot nghiép theo mén

Danh sach sinh vién du thi tdt nghiép

Phén quyén nhap diém thi tbt nghiép

Nhap diém thi tét nghiép

Stra diém thi t6t nghiép

Khoa diém thi t6t nghiép

Nhat ky sira diém thi t6t nghiép

16.3

Quin ly théng tin viin bing
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Quéan ly bang cip

Cép bang t6t nghiép

In bing t6t nghiép

Quan ly thong tin vin bang

Nhat ky hity két qua t6t nghiép

In bang diém phu luc vin bang

T}léng ké bang tdt nghiép (Téng bing; chua nhin; di nhan
bang)

Tra ciru dot xét tot nghiép theo sinh vién

17

Xét clp cac loai chirng chi

Module

Dot cip chimg chi

Tinh diém trung binh

Xét cAp chimg chi

In chung chi

Quan ly c4p phét chimg chi

Ping ky xét cdp chitng chi

Xét duyét dang ky cap chimg chi

Sinh vién tra ciru thong tin ching chi da cp

18

Quy doi gio chuan cia giang vién

Module

18.1

Thiét 1ap hé s6

Heé s quy d6i bac — loai hinh

Hé s6 16p dong

Heé so coi thi

H¢€ s06 hoc vi

H¢ s6 khoa giang vién

Hé s phong

Pong bod cong thirc quy dbi gior gidng
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Péng bd cong thire quy ddi gio coi thi

18.2

Quy déi gio chuin

Théng ké gio day quy dbi giang vién

Théng ké gior day quy ddi giang vién theo khoa

B4o cdo chi tiét gior thuc giang ctia khoa theo giang vién

Théng ké git coi thi quy déi giang vién

Théng ké gid day va coi thi giang vién

Théng ké gitr day va coi thi toan truong

Théng ké dbi chiéu gio ké hoach va thuc giang

19

Céng théng tin giang vién

Module

Xem ho so ca nhan

Tra ciru, d& xuét hiéu chinh 1y lich c4 nhan

Tra ctru, & xuét hiéu chinh ly lich khoa hoc

Tra ctru, in phi€u luong c4 nhan

Tra ciu lich day, coi thi

Xem lich theo tién do

Xem lich theo tuin

Pé xuét tam ngung

Pé xuit day bu

Pé xuét day thay

Piém danh sinh vién

Xem diém online

Théng ké béo giang & ghi nhéan sai pham

Théng ké két qua khéo sét c4 nhan

20

Cong théng tin sinh vién

Module

Dashboard giao dién nguoi dung




76

Quan ly thong bdo sinh vién

Tra ctru, dé xuét hiéu chinh ly lich c4 nhan

Tra ctru chuong trinh dao tao

Tra ctru két qua diém danh

Tra ctru két qua rén luyén, dénh gia diém rén luyén ban than

Tra cttu lich hoc, lich thi

Tra ctru két qua hoc tap

Tra ciru thong tin vin bang

Ding ky hoc phén theo chuong trinh

Ding ky hoc phan ngoai chuong trinh

Tra ctru két qua dang ky hoc phan

Tra ctru cOng no sinh vién

Thanh toan hoc phi truc tuyén

Xem thong bdo

Xem tin m&i nhat

Xem van ban biéu mau

Thong tin khen thudng ky luat

Thong tin ndi, ngoai tr

21

Quin ly dao tao sinh vién hoc nganh 2

Module

21.1

Quin ly dao tao nganh 2 (EDU)

Danh séch sinh vién dang ky hoc nganh 2

Cong nhan diém chuyén cho sinh vién nganh 2

Quén Iy mén hoc duge cong nhan diém cho sinh vién nganh 2

In/Xuét danh sach két qua hoc tip dugc cong nhan diém nganh
2

Hiéu chinh thong tin sinh vién ding ky nganh 2

Xem CTK nganh 2 theo danh sach sinh vién dang ky nganh 2
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In/Xuét Danh sich sinh vién hoc nganh 2 theo khda, bac, loai,
nganh, chuyén nganh, 16p.

Xur ly hoc vu sinh vién hoc nganh 2

Quan ly thong tin xir Iy hoc vu sinh vién hoc nganh 2 theo ting
hoc ky dao tao

Loc thong tin xir Iy hoc vu sinh vién theo trang thai sinh vién
hoc nganh 2

Cép nhat trang thai xir Iy hoc vu cho sinh vién nganh 2

Cép nhat trang théi sinh vién nganh 2

In/Xuét danh sach xir ly hoc vu sinh vién hoc nganh 2

Diéng ky hoc phan hoc nganh 2

Xem lich hoc sinh vién dang ky nganh 2

Ding ky hoc phén hoc lai sinh vién nganh 2

Ding ky hoc phan cai thién nganh 2

In/Xuét danh sach hoc phén dang ky hoc phén nganh 2

Quan ly két qua hoc tap nganh 2

In bang diém sinh vién nganh 2

In bang diém sinh vién tiéng anh nganh 2

Xét thir tot nghiép nganh 2

Dé xuit xét tbt nghiép nganh 2 theo dot xét

Huy dé xuét xét tbt nghiép nganh 2 theo dot xét

In/Xuét Danh sach sinh vién duoc @ xuét xét TN nganh 2

Xét tdt nghiép nganh 2 - Tin chi theo dot xét

In/Xuét danh séch sinh vién tbt nghiép nganh 2

In/Xuét danh séch sinh vién chua du didu kién tét nghiép nganh
2

Quan ly dang ky luén vin nganh 2

Import thong tin dé tai sinh vién dang ky lam luén vin nganh 2
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In/Xuét danh sach sinh vién ding 1y dé tai lam luan van nganh
2

Quan ly théng tin van bang sinh vién nganh 2

In bang diém t6t nghiép tiéng anh nganh 2

In bang diém t6t nghiép nganh 2

In phu luc van bang nganh 2

B4o c4o s6 liéu tét nghiép nganh 2

21.2

Nghiép vu sinh vién hoc nganh 2 (Web sinh vién)

Xem chi tiét két qua hoc tap nganh 2

Xem chuong trinh khung nganh 2

Ping ky hoc phin nganh 2 trén trang sinh vién

Xét thir t6t nghiép nganh 2

Pé xuit xét TN nganh 2

Pé xuét cip bang t6t nghiép nganh 2

21.3

Quan ly sinh vién hoc nganh 2 (Web giang vién)

Tao dot dé xudt xét t6t nghiép nganh 2

Quan ly @ xuét xét tot nghiép nganh 2

Duyét dé xudt xét tot nghiép nganh 2

Xuét danh sach sinh vién d& xuét xét t6t ngiép nganh 2

Huy dé xuét xét t6t nghiép nganh 2

3.6.2. Phdn hé quan ly nhan sy

II

Phan hé quéan ly nhin sw, quan ly danh gia KPI va thu
lao gidng day Phan hé

Quin Iy Hop ddng lao dong Module

Danh muc loai hop dong

Tra ctru hop ddng

Nhép théng tin hop ddng theo can bd
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Cénh bao hop dong sip hét han

Théng ké hop ddng sip hét han trong khoang thoi gian tim
kiém

Nhap quyét dinh chdm dut hop dong

Thong bao qua email hogc SMS, app mobile canh bao sap
hét han hop dong

Xuét danh sach da giri thong bao qua email hodc SMS, app
mobile canh bdo sép hét han hop dong

Canh bao nghi huu

Téng hop danh sach céan b sap nghi huu trong khoang thoi
gian tim kiém

Théong bdo qua email hodic SMS, app mobile canh béo sép
nghi huu

Xuét danh sich da gui thong bdo qua email hoac SMS, app
mobile canh bao sap nghi huu

Quan Iy Hb so nhan sw

Module

2.1

Qudn Iy co cdu to chirc

Danh muc loai phong ban (Khoa, Trung tdm, Phong ban, ...)

Théng tin co ban vé don vi

Danh muyc c4c Co s, phan hiéu Nha Truong

Danh myc Phong ban (Khoa, Trung tdm, Phong ban, ...)
truc thudc co so

Danh muc t6 bd mén

Cap nhat thong tin t6 bd mén

Phén c6ng nhén su t6 bd mon

2.2

Danh muc lién quan Nhén sw

Danh muc Quéc gia

Danh muc Tinh thanh

Danh muc Dén toc

Danh muc Tén gido
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Danh muc Chirc danh

Danh muc Hoc van

Danh muc Hoc vi

Danh muc Hoc ham

Danh muc Chimg chi, bang cép

Danh muc Chuyén nganh t6t nghiép

Danh muc Ngoai ngir

Danh muc Trinh d¢ ngoai ngit

Danh muc Trinh d6 tin hoc

Ly lich nhin sy

Tra ctru ho so nhén su

Xem ho so nhén su

Nhép ho so nhan su méi

Cép nhat thong tin nhan su

Duyét thay d6i thong tin nhén su

Cap nhét anh nhéan su

In thé nhén su

Qua trinh khen thudng — ky luat

Qua trinh dao tao

Qua trinh c6ng tac

Quan hé gia dinh

Quia trinh bdi dudng

Qua trinh di thuc té

In méu ly lich c4 nhan theo mAu quy dinh

Quién ly cic Quyét dinh (Bé nhiém, Mién nhiém, Quy
hoach, ...) Module

Danh muc loai quyét dinh
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Quyét dinh bd nhiém

Quyét dinh cir di cong tac (trong nudc, ngoai nude)

Quyét dinh cir di hoc (trong nudc, ngoai nudce)

Quyét dinh diéu dong

Quyét dinh diéu dong va bd nhiém

Quyét dinh khen thuong

Quyét dinh ky luat

Quyét dinh mién nhiém

Quyét dinh thdi gitr chie

Quyét dinh tré lai cong tac

Quyét dinh tuyén dung

Tra ciru quyét dinh

Cap nhat quyét dinh

Hiy quyét dinh

Xuét théng tin quyét dinh

Quyét dinh khen thudng tap thé

Quyét dinh ky luat tap thé

Quyét dinh di tap huén (trong nudce, ngoai nude) tap thé

Quyét dinh ctr di cdng tac (trong nude, ngoai nudc) tap thé

Tra ctru quyét dinh tap thé

Cép nhat quyét dinh tap thé

Tdng hop thi dua- khen thudng can bg theo tap thé

Téng hop thi dua- khen thuéng can bd theo c4 nhan

Quin ly Pang, cong tac Xi hoi, Ké khai tai san cin bo

Module

Ly lich doan

Ly lich dang
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Ly lich tham gia t6 chuc x4 héi khac

Ly lich stic khoe

Khai bdo qu4 trinh cong tic dang

Khai b4o qua trinh cong tac doan

Cham cbng theo diém danh (phian mém)

Module

Danh muc Loai chdm cong

Danh muc Loai thi dua

Danh muc ky hiéu chdm cong

Lap so ngay cong chuan

Quén ly sé ngay phép nam

Quan ly cong tac

Duyét cong thang

Chim cOng ngoai gio theo thang

Dé xuat cham cong ngoai gio

Théng ké cong

Téng hop chdm cong xét thudng

Xur ly cong

Xét thi dua thang

Duyét thi dua thang

Tich hop chdm cdng v6i thiét bi chdm cong

Lap bang tbng hop chdm cong cua cac phong ban (nghi viéc,

nghi phép, cong tac, lam thém,..)

Import dit liéu chdm cong file excel

Xo6a bang chidm cong phong ban

Chinh sira bang cong phong ban

Chét bang cbng clia phong ban

Xem chi tiét bang chdm cong phong ban
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Tim kiém bang cham cong

Xuat excel bang chim céng cua phong ban

Cap nhat ngay phép cho nhéan su

Theo déi bang théng ké phép bu cta nhan sy trong don vi
(téng phép, phép thdm nién, phép nim,...)

Tim kiém phép bu ctia nhan su

Khai bao ngay nghi 1&

Xo6a ngay nghi 18

Lap Pon xin nghi viéc

Tim kiém déing ky nghi viéc

Xem chi tiét danh sach dang ky nghi viéc

Lép Don xin nghi phép

Tim kiém don xin nghi phép

Xem chi tiét danh séch don xin nghi phép

Lap Don xin nghi ché d6

Tim ki€ém don xin nghi ché d6

Xem chi tiét danh sach don xin nghi ché do

Dang ky cong tac

Tim kiém dang ky cong tac

Xem chi tiét danh sach dang ky cong tac

Ding ky ddi ca

Tim ki€ém va Xem danh s4ch d6i ca giita cic nhan vién

Xem danh sach déng ky d6i ca cua nhan su (Sau khi cac
nhan su d4 dong y dbi ca véi nhau)

Phén cong lich 1am viéc cho nhén su

Huy phén cong lich lam viéc ctia nhén su

Tim kiém lich lam viéc ctia nhan su
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Xem bang lich lam viéc ctia nhan su don vi

Duyét/khong duyét: nghi viéc, nghi phép, cong tac, ddi ca,
cham cong,...

Quan ly lwong cian ban

Module

6.1

Diéu chinh cic thong tin, hé so tinh luong

Cép nhat ngach luong

Cap nhat quyét dinh nang luong

Cép nhat quyét dinh vuot khung

Cép nhat quyét dinh wu dai nghé

Canh bao nang luong

Canh bao vugt khung

Cénh b4o wu dai nghé

Diéu chinh luong

B6 nhiém ngach

Nang bac luong trudc thoi han

Nang luong vuot khung

Néng mirc thdm nién nha gi4o

Nghi khong lwong

Tham nién nha gido

Thoi han nang luong

Ngay cong tinh luong

6.2

Tinh luong cdn ban

Khéa sb bang luong

Bang luong co ban

Bang luong nhép tay

Téng hop luong can ban

Bang luong chuyén khoan ATM

s

P
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Quan ly lwrong ting thém

Module

Khai bdo cac khoan phu cap

Khai bdo cic khoan khau trir

Thong tin luong don vi

Bang thu nhép tang thém

Bang luong truy linh

Bang luong truy thu

Bang thudng 18 tét

Tdng hop luong tang thém

Téng hop thudng 18 tét

Quin Iy cic ché d9 bao hiém, thué TNCN va BHXH

Module

Muc luong déng bao hiém

Béng tong hop thué hang thang

Téng hop truy thu BHYT

Théng ké bao hiém

Théng ké thué thu nhap

Danh sé4ch ting bao hiém

Danh séch giam bao hiém

Quan ly nhin sy thinh giang

Module

9.1 | Quén Iy ho so nhin suw moi gidng
Nhap hé so nhan su mai giang
Tra ctru hd so nhén sy moi giang
Duyét hd so nhan sy moi giang
9.2 | Qudn Iy hop dong méi giing

Thiét dinh thong sé

Lap don gi4 tiét

2
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Lap hop déng moi giang

Quan Iy hop déng thinh giang

In danh sach hop dng moi giang

Dé xuét hop ddng moi giang

Duyét hop dong moi giang

Bang théng ké hop ddng thinh giang

Dy toan kinh phi méi giang

9.3

Tam img hop dong moi gidng

Danh muc tam ng

Chi tiét danh muc tam tmg

Dinh murc tam tmg

Dé€ xuat tam tng

Duyét tam Umg

9.4

Thanh Iy hop dong moi giing

Danh muc thanh ly

Chi tiét danh muc thanh ly

Dé xuét thanh ly hop ddng mai giang

Duyét thanh ly hop déng moi giang

Thanh ly hop déng timg 16p hoc phén

Théng ké thué vang lai

3.6.3. Phdn hé quan Iy khdo thi

I

Phin hé quan ly khao thi

Phan hé

1

Quan ly ngin hang b cAu héi

Module

1.1

Cong cu soan thdo offline (danh cho gidng vién)

Danh muc bd cau héi

Danh muc phén
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Danh muc chuong

Import cau truc bd cau hai tir ngén hang

Export c4u triic (Phan/ Chuong) ctia bd cau hdi ¢6 sin

Danh sach cau hoi theo bd ciu hoi

Cau hoéi chon

Céau hoéi ding/sai

Cau héi nhiéu lva chon

Cau hoi tu luan

Cau héi dién khuyét

Céau héi ghép doi

Import ngan hang ciu hoi

Export ngan hang ciu hdi

Két qua export dé bd phan khao thi import vao phén
mém EDU dé kiém duyét va lam dé

1.2

Qudn Iy ngin hang cau héi

Quan ly bd cau hoi

Danh muc phan

Danh muc chuong

Quan ly b cau hdi va méon hoc

Import cau héi ca nhén (gidng vién)

Import cu hoi khao thi

Import cau hoi tir word

Import cau hoi tir file text

Chuyén nhan su import cdu hoi

Export cau hoi ca nhan (giang vién)

Phén quyén quan Iy b cau héi

Phén cong nhén sy kiém duyét cau hoi
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Danh sach cdu hoi ca nhan

Danh sach céu hoi t6 b mon

Danh sach cau hoi khoa quan ly

Danh sach ciu hoi khao thi

Soan thao c4u hoi tric nghiém (cdu don)

Soan théo c4u héi trac nghiém nhém (cdu cha — con)

Soan thao cdu hoi dang hoan thanh ciu

Soan thdo cdu hoi dang sép xép thir tu clu

Soan thao cdu hoi dién khuyét

Soan thao cau hoi tu ludn

Soan thao cdu héi tur ludn nhom

Soan thdo c4u hoi ding sai

Soan thao cau hoi gach chin

Soan thao cau hoi ndi chéo

Kiém duyén cau hoi nhan sy quan ly

Kiém duyén céu hoi t6 bd moén

Kiém duyén c4u hoi khoa quan ly

Khéa ngén hang ciu hoi

Export ngan hang ciu hoi

Sao chép ngan hang ciu hoi

Tinh d6 kho, @6 phan biét, do tin cdy cau héi theo lich thi

Tinh d6 kho, 6 phén biét, d tin cdy cau hoi theo dé thi

Quin Iy ra dé thi Module

Quan ly cau tric dé thi

+ Chuyén trang thai d& xudt

+ Kiém duyét céu truc

+ Cép nhat trang thai sir dung

+ Cho phép xem lai bai thi khi thi

-

i G
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Quan 1y danh sach d@ thi

+ Thém méi d& thi

+ Thém méi & thi tir cAu tric

+ Thém méi ngiu nhién dé thi tir cAu triic
+Dao d thi

+ Cép nhét trang thai st dung

+ Cho phép xem lai bai thi khi thi
+ Thi thi

+ Lich str d& thi

+ In & thi ngoai

+ In dé thi ngoai c6 dap an

+ In cAu tric dé

+ In dép 4n dung

+ In danh sach @ thi

+In danh séch dé thi chi tiét

+ In d4p 4n diing (theo cAu triic)

Quan ly cap nhat diém sai dé
+ Cap nhat dé thi

+ Cap nhat d thi sao chép

+ Cép nhét diém thi

+ In dé thi ngoai

+ In d thi ngoai ¢6 dap an

+ In cAu trac @é

+ In dép 4n ding

+ In danh sach dé thi

+ In danh sach @ thi chi tiét
+ In dép 4n ding (theo ciu tric)

Quan ly lich thi d2 thi

+ Thém d thi vao lich thi

+ Tao dé thi tu dong theo ciu tric
+ Tron d thi tu dong

+ Thi thir

+ Danh sach ndp bai theo dé thi

+ Danh sach ndp bai theo lich thi
+ Xem két qua bai 1am

+In dé thi

+In dé thi c6 dép 4n

+ Thiét 14p mat khau bt ddu lam bai

Import diém thi tric nghiém (mot 16p hoc phan)

Import diém thi tric nghiém (Nhiéu 16p hoc phan)

Bao cdo so lugng ciu héi theo do kho

Béo cdo s6 lugng céu hoi theo nguoi soan




90

Bao céo diém thi

B4o cdo diém thi import

Théng ké s6 lugng chim thi téng hop

Théng ké sé lugng chém thi c4 nhén

Théng ké két qua thi tric nghiém

Thong ké két qua thi theo bd cau hoi

Théng ké két qua thi theo b dé thi

Théng ké két qua thi theo thang diém

Théng ké két qua thi theo cau tra 11

Thong ké s6 luong cau hoi sai dé

Quin ly 6 chirc thi va chim thi gidy

Module

Thiét 14p m3u gidy nhan dang

Phtic khéo bai thi trén may tinh

Quéan ly chédm thi gidy

+ Thiét l4p thong cham diém

+ Nhan dang & chdm diém

+ M file hinh gbc sau khi scan

+ Chinh stra file hinh sau khi scan
+ Xem nhat ky bai thi

+ Hau kiém

+ Cham diém

+ Loc bai thi

+ Import diém vao két qua hoc tap
+ In két qua thi

+ In bai thi sinh vién

+ In bai thi chi tiét

+ In nhét ky bai thi

+ In hinh bai thi

Té chire thi true tuyén

Module

4.1

HE thong dong b thi tric nghiém (danh cho mdy tram

coi thi)

Quén ly nhém va phan quyén

Doéng b6 nhan sy quan 1y thi
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Dong b6 dit liéu thi tric nghiém

+ Dong bo dir liéu danh muc chinh

+ Pdng bo dit liéu thi nhanh

+ Déng bo dit liéu thi chdm

+ Pdng b6 hinh ngudi thi (sinh vién)

+ Xem nguoi thi chua dugce du thi (sinh vién khong du
diéu kién du thi)

Quan ly danh sach lich thi (danh cho quan tri)
+ Kich hoat thi

+ Huy kich hoat thi

+ Két thuc thi chi dong

+ X6a lich thi

+ Reset thi lai mot sinh vién/ nhiéu sinh vién
+ Reset thi tlep (khi can chuyen sang may khéc thi tiép)
+ Pdng bd diém vé phan mém dao tao

+ Danh sach np bai

+ In danh sach sinh vién du thi

+ In danh sach sinh vién ving thi

+ In danh séch sinh vién vi pham quy ché thi

Quan ly thi tric nghiém danh cho giang vién coi thi
+ Kich hoat thi

+ Huy kich hoat thi

+ Két thuc thi chi dong

+ X6a lich thi

+ Reset mat khau

+ Reset mat khu nhiéu thi sinh
+ Reset dang nhap

+ Danh sach ndp bai

+ In danh sach du thi

+ In thong tin dang nhap

+ In danh sach vang thi

+ In danh sach pham quy ché thi

Lich str reset sinh vién

+ Xem theo loai reset mat khiu
+ Xem theo loai reset dang nhap
+ Xem theo loai reset thi lai

+ Xem theo loai reset thi tiép

Béo cdo diém thi trac nghiém

4.2

H¢ thé'ng thi trén mdy tinh (danh cho sinh vién, phong
lab) PC

Dang nhap thi theo tai khoan sinh vién

X1 ly Tron cau hoi va tra 161 ngau nhién

Py

P

[
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Kiém soat khoa man hinh va cac phim tat

Sinh vién xem cau di lam, chua lam

Sinh vién ndp bai

Tu dong phat hién mat két ndi server va thong béo cho
thi sinh.

Tu dong luu bai lam cua thi sinh.

43

HE thong thi online trén web

4.3.1

Quadn Iy thi trén web

Pong bo dit liéu thi

Kich hoat thi

Huy kich hoat thi

Két thuc lich thi

Pong bo diém thi

Reset mat khau

Reset dang nhap

Xir ly vang thi

Huy véang thi

Xt Iy vi pham quy ché thi

Huy vi pham quy ché thi

Thu bai chu déng

Xem tién do lam bai

4.3.2

Giao dién sinh vién thi web

Vao lam bai thi tir lich hoc, lich thi theo tuin

Sinh vién xem danh sach céu hoéi chua tra 161/ cAu phan
van/ tat ca

Danh dau cau phéan van

Chuyén céau trude/ cu sau
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Sinh vién ndp bai

Trdn cdu hdi va tra 101 ngau nhién

Sinh vién dinh kém file

Sinh vién xem két qua hoan thanh bai thi

3.6.4. Phan hé quan ly tai chinh

v

Phan hé quan ly tai chinh

Phan hé

1

Quan ly thu - chi

Module

1.1

Danh muc tai chinh

Khoan thu hoc phi

Khoan thu ngoai hoc phi

Khoan thu tu do

Khoan chi

Loai khoan thu ngoai hoc phi

Danh muc ngéan hang

1.2

Lip ké hoach thu hoc phi —I€ phi (cdc khodn thu ngoai
hoc phi)

Ké hoach thu chung

Ké hoach thu chung bd sung

Ké hoc thu hoc phi tin chi

Ké hoc thu hoc phi tin chi - theo hoc ky

Thiét 14p cac khoan 1& phi tuyén sinh

Mbn hoc phan c6 muc phi dic biét

Lép hoc phan c6 mirc phi dic biét

Céu hinh 1¢ phi thi:
- Phi thi lai
- Phi thi cai thién

1.3

Du todn thu phi

Téng hop du kién thu
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Xem chi tiét du kién thu

Thdng ké hoc phi theo 16p hoc phan

Théng ké chi tiét hoc phi theo 16p hoc phan

Du bao hoc phi nhép hoc tirng nganh

1.4

Thu - chi hoc phi, I¢ phi (cdc khodn thu ngoai hoc phi)

Lap phiéu thu ti do (dbi tuong ngoai)

Thu hoc phi - 1€ phi:

- Thu nhép hoc

- Thu hoc phi thuong ky

- Thu 1€ phi (khoan thu ngoai hoc phi)
- Thu 1€ phi thi lai

- Thu 1€ phi thi t6t nghiép

Huy phiéu thu

Huy nhap hoc

Chi hoc phi nhép hoc

Chi hoc phi, 1€ phi

Huy phiéu chi

L5

Diéu chinh hoc phi Ié phi

Cap nhat hoc phi sinh vién

Cap nhét hoc phi 16p hoc phan

Cap nhat hoc phi theo ké hoach thu

Céan do6i cong no sinh vién

Khau trir du ng hoc phi sinh vién

Chuyén hoc phi

Chuyén 18 phi

Xéc nhan hoc phi - lién két

Xac nhan 1€ phi thu chung bit budc

Xéc nhan 1¢ phi - lién két

Dé xuét cap nhat hoc phi

Py
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Duyét dé xuét cép nhét hoc phi

bang ky gia han ndp hoc phi

Import phiéu thu ngén hang

1.6

Phén tich héa don va bdo cdo thu hoc phi — Ié phi

Thiét 14p Mu phiéu thu thu hoc phi — 1¢ phi

Thiét 1ap M&u phiéu thu téng hop

Béo céo thu cudi ngay

Béo c4o thu khoan thu khac

Béo co thu phi tu do

Danh séch sinh vién ndp 1€ phi thi lai/ cai thién

Bang chi tiét héa don str dung

Béo céo chi

B4o c4o hiy phiéu chi

B4o c4o hity phiéu thu

Bdo cdo thu phi theo 16p

Béo cdo thu hoc phi theo sinh vién

Béo cdo thu hoc phi theo 16p hoc

Béo céo thu hoc phi sinh vién theo hoc ky

Béo c4o tong hop thu nhép hoc

Béo c4o tdng hop thu - ng hoc phi

Béo céo tong hop thu khéc

Béo céo tdng hop thu hoc phi - 1€ phi

Béo céo tong hop thu hoc phi cudi thang

B4o cao tong hop thu cudi thang chi tiét

B4o cdo tdng hop thu theo nguoi thu

Béo c4o tong hop tinh hinh hoc phi
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Tdng hop thu - chi theo sinh vién

Tdng hop thu - chi theo nguoi thu

37

Bdo cdo cong no

Bao cdo cong ng sinh vién

Béo cdo cong ng khoan thu khéc sinh vién

Béo cdo tinh hinh cdng ng sinh vién

Béo cdo cong ng 16p hoc

Béo céo cong ng bac dao tao

Béo céo cong ng 1€ phi thi lai

Béo cdo chi tiét cong ng sinh vién 16p hoc

Bio céo chi tiét cong no hoc phi sinh vién 16p hoc

Tdng hop cdng no sinh vién theo 16p

Téng hop hoc phi ng mang sang va ng hién tai

Dién bién c6ng no sinh vién

Béo céo cong ng hoc phi theo hoc ky - ndm hoc

1.8

Bdo cao khac

B4o c4o tinh hinh hoan tit hoc phi

Béo céo cép nhat hoc phi

Béo cdo cép nhat 1€ phi

Danh séch sinh vién ndp bao hiém

Quan ly thong tin bao hiém sinh vién

Bdo céo chi tiét hoc phi sinh vién

In gidy béo tong hop

B4o céo khiu trir hoc phi

Tich hop cong thanh toan, ngan hang

Module

Két ndi thanh toan qua cdng portal sinh vién

o

A8
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Xéc nhén giao dich thu phi truc tuyén

B4o céo x4c nhén giao dich thu phi truc tuyén

Quan ly giao dich thanh toan khéng thanh céng

Thdng ké dbi chiéu giao dich ngén hang

Két ndi véi cac kénh thanh toan: thiét 1ap cac API két ndi
véi cac doi tac vi dién ti/ngén hang phuc vu thuc hién
cac kénh thanh toan qua vi dién tt/ngén hang

Thuc hién céc giao dich véi vi dién tir/ngén hang qua lién
ket vi: thuc hién va tong hop céc giao dich véi vi dién
ti/ngén hang qua kénh lién két vi

Thuc hién céc giao dich v6i vi dién ti/ngén hang qua
cong thanh toan: thuc hién va tong hop céc giao dich véi
vi dién t/ngédn hang qua kénh cong thanh toan

App hd trg thanh toan truc tuyén: cho phép sinh vién
thuc hién cac giao dich thanh todn thong qua cac ing
dung cua nha truong

Cdng thanh toan: cung cip mot cf)ng thanh toan véi céc
vi dién ti/ngén hang thong qua cong thanh toan

Xir Iy gido dich 16i: theo doi va xir Iy cac giao dich 15i tir
cac vi dién tir/ngéan hang

Tich hgp phin mém héa don dién tir

Module

Dinh nghia khoén thu, loai mon tao héa don dién tir

Tao héa don dién tir truc tiép khi thu hoc phi

Tao héa don dién tir truc tiép khi thu 1é phi

Tao déng loat nhiéu héa héa don

Huy héa don nhép hoc

Huy hoéa don thu hoc phi thuong ky

Huy héa don thu 1€ phi

Huy hoéa don thu tu do

Xem, In thong tin héa don dién tur

CAu hinh théng s héa don
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Xuét héa don: ty chon khoan thu xuét héa don VAT;
Xuét héa don theo murc thu va theo thoi gian thyc.

3.6.5. Phdn hé quan tri hé théng

V1

Phén hé Quan tri h¢ thong va phan quyén nguwoi dung

Phin hé

1

Quan trj hé thong va phan quyén ngudi ding

Module

1.1

Qudn Iy tai khodn nguoi diing tir hé thong nhin su

Thiét 14p mat khéu tai khoan ngudi ding tir hé théng nhan su

Cap lai mat khiu tai khoan nguoi ding tir hé théng nhén su

Mé/khéa tai khoan tai khoan ngudi dung tir hé théng nhén su

Xem chi tiét thong tin ngudi st dung trong hé théng(nhu don
vi, phong ban, vai trd, chirc danh,...)

Tim kiém tai khoan ngudi dung trong hé thdng nhan su

1.2

Qudn ly tai khodn nguoi ding ngoai hé théng nhén sw

Quan ly danh sach nhan su ngoai hé théng

Thém nhén su ngoai hé théng

Cép nhat thong tin nhan su ngoai hé théng

Xo6a nhan su ngoai hé théng

Cho phép nhéan su ngoai h¢ thdng dang nhip vé6i nhém quyén
nhan su ngoai hé théng dugc khai thac

| Thiét 14p mat khau nhan su ngoai hé théng

Cép lai mat khiu nhan su ngoai hé théng

Mé/khoa tai khoan ngoai hé théng

Tim kiém tai khoan ngudi dung ngoai hé théng nhan su

1.3

Qudn ly nhom ngwoi ding

Tao nhém ngudi dung

Cap nhat nhém nguoi dung

X6a nhém nguoi dung

Thém nhén sy vao nhém ngudi dung
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Thém nhén su ngoai hé théng vao nhém nguoi dung

X6a nhén su khoi nhém ngudi ding

Chuyén nguoi dung hodc nhém ngudi dung qua nhém hoac
nguoi dung khéc

Tim kiém nhém ngudi dung

1.4

Phan quyén cho Nhém nguoi ding

Gan chire ndng ctia timg phén hé cho Nhém nguoi ding

Xda chirc nang cua timg phén hé theo Nhém nguoi ding

Tim kiém nhém quyén (vai tro)

1.5

Phdn quyén chirc nang Phan mem

Phan quyén quén tri (admin) hodc quan tri cAp thip (Sub
admin) cho ngudi dung

Phén quyén chirc nang, nhém chirc nang chinh (Xem, Thém,
Xda, Stra, ...) cho nhém hodc ngudi ding

Phén quyén chuc nang phu “Cho phép” hodc “Khoéng cho
phép” cho nhoém hodc ngudi ding.

Cho phép ngudi ding ké thira, khong ké thira quyén tir nhém
nguoi dung

Thu hoi toan bd quyén cua nguoi ding, nhém nguodi dung

Phéan quyén vuot cép ctia Nhém quyén

1.6

Phén quyén khai thic dit liéu

Phan quyén dit liéu khai thac theo khoa

Phan quyén dit liéu khai thc theo trinh d6 do tao (bic dao
tao)

7

Nhat ky s dung

Tra ctru nhét ky truy cap hé thdng (thoi gian dang nhép, thoi
gian dang xuat)

Tra ctru nhét ky thao tac sir dung chitc ning phin mém (Xem,
Thém, Stra, Xoa) cta ting phéan hé

Tra ctru nhat ky sir dung theo nhap ndi dung tim kiém
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Tra ctru nhat ky str dung theo méy tram, theo chirc ning phan
mém

Tra ctru nhét ky str dung theo tai khoan ngudi ding

Xem chi tiét ndi dung nhat ky str dung

In/ Xuét nhat ky sir dung

1.8 | Sao lwu phuc hoi dir ligu

Céu hinh backup dit liéu tu dong theo thoi gian dinh sin

Backup va sao luu thu cong

3.7. Yéu ciu ky thudt, ha ting tai cdc don vi/ nguwoi sit dung phin mém

- Cac di tuong tham gia sit dung phan mém cén c6 01 mdy tinh vin phong dé
truy cép vao phan mém théng qua mang Internet. CAu hinh t4i thiéu:

+ B0 vi xtr Iy (CPU): Intel Pentium G2010 (3M Cache, 2.80 GHz);
+ B nhé (RAM): DDR3 4GB;

+ O cting (HDD) kha dung: tdi thiéu 50GB;

+ Heé diéu hanh: Windows 7 hoac cao hon;

+ D phén giai man hinh: t5i thiéu 1024 x 768;

+ Trinh duyét web: Internet Explorer 11, Firefox 60, Chrome 70.

- Duong truyén Internet nén c6 bang thong rong dé dam bao téc do truy cép, xir
ly cong vigc trén hé thong. Khuyén nghi nén sir dung dudng truyén cap quang dung
luong tir 20Mbps trd 1én.

3.8. Cdc yéu ciu phi chicc nang

3.8.1. Yéu cau vé dap ttng doi véi CSDL
CSDL ctia hé théng ng dung s& dugc trién khai va quan ly tap trung...
C6 kha ning chéng truy cap bét hop phép vao CSDL.
Kha nang thao tdc song hanh trén céc bang dir liéu phan ving CSDL.
Luu trit dugc nhiéu loai dit liu.
C6 kha nang lam sach, loai bd céc dit liéu khong nhat quéan.

Cé day du cac co ché sao luu dy phong - khéi phuc hé théng CSDL theo nhiéu
phuong phdp nham déi phé voi cac nguy co rui ro xay ra trén hé thong véi cac ndi
dung dit liéu (nhung khong han ché) sau:

Céc tham sb cu hinh cia hé théng ung dung;
Théng tin quan tri, bao gém ca théng tin v& nguoi st dung;
Dir li€u nghiép vu.

C6 kha nang ap dung co ché€ ma héa trong sudt va hiéu qua cho toan bd dir liéu
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va céc tap tin nhat ky trén hé théng CSDL

3.8.2. Yéu cau ddp iing vé cong nghé
Hé diéu hanh may chu: Microsoft Windows 2012 server hodc phién ban cao hon.
Webserver: Internet Information Service 7.5 hodc phién ban cao hon
H€ quan tri CSDL: SQL Server 2012 hoac phién ban cao hon.

Nén tang phat trién phan mém: NET Framework 4.8 hoac phién ban cao hon,
ASP Net, C#.Net, VB.Net, PHP két hop XML, AJAX....

Vé phia nguoi dung: st dung Microsoft IE 7+, Mozilla, Fire Fox, Microsoft
Edge, Chrome.

M6 hinh tng dung: Ung dung dang Web (Web-based application) va Winform

Chay 6t trén cac thiét bi di dong nhu: may tinh bang va dién thoai thong minh
cac loai

C6 thé tich hop danh ba dién tir: OpenLDAP, Active Directory

Cong cu sir dung khai théac dir liéu: Microsoft SQL Server Management Studio
3.8.3. Yéu cau vé bdo mdat, an toan thong tin

M3 ngudn tng dung phai dam bao khong c6 nhimng 16 héng nghiém trong nhu:
SQL Injection, Blind SQL Injection, Cross-site scripting...

Hé thong phai dap g kha nang an toan, bao mat theo nhiéu muc: mirc mang,
muc x4c thuc ngudi st dung, mirc CSDL

H5b tro ‘nguoi sir dung trao d6i thong tin, dit liéu véi cong trén mang Internet theo
cac chudn vé an toan thong tin nhu: SSL v3.0, HTTPS

Dam bao céc co ché theo doi va giam sét, luu vét tit ca cac hoat dong cho mdi
kénh thong tin va toan hé théng.

Toan bd cac dit liéu can quan ly phai dugc luu trong CSDL dugc phan quyén
truy cdp chat ché

Giai phdp nén dit liéu dic trung dam bao tinh toan ven cho dir liéu va dam bao
téc do truyén tai dit liéu nhanh cho hé théng dir liéu truyén 16m véi céc dic trung 1a
van ban.

Hé¢ thong ma hoa dir li¢u (Password) str dung SSL (Security Socket Layer) danh
cho hé théng thanh vién, dang nhap, hé théng Backup véi Backup Server;

3 8 4. Yéu cau can ddp ing vé thoi gian xir Iy, do phirc tap ciia cdc chitc ndng phan
mém

C6 giai phap va néng lue xur ly kh01 luong ban ghi dir liéu 16n hang triéu ban ghi.
Dit liéu hé théng s& cung cap cong suét xir Iy va dung lugng luu trit 16n, c6 thé ting
theo thoi gian.

Co6 giai phap xur ly dit liéu va truy xudt dong thoi cua khoang 10.000 nguoi sir
dung.

Hé théng sé dap tng t6i thiéu thoi gian phan hdi nhu sau:

Duéi hai gidy dbi vé6i cac giao dich khong doi hoi truy vdn CSDL.
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Hai dén mudi gidly dbi véi cac giao dich doi héi ghi vao CSDL hodc truy vén
CSDL.
3.8.5. Yéu cau rang budc xir Iy logic doi véi viéc nhdp dit liéu théng qua sir dung cdc 6
nhdp do phan mém cung cap

Céac form biéu méu nhdp liéu than thién, dé sir dung, kha nang két ndi database
nhanh chéng khi céc thong tin duge nhap liéu vao hé thong

Str dung céc cdng cu hd trg nén file khi attach trong qua trinh nhép liéu dé dam
bao duodng truyén ciing nhu dung luong hop 1y can thiét trong viéc luu trir di liéu

3.86. Yeu cauvé my thudt, ky thugt can dat dheoe ciia cdc giao dign clong trink

H¢ thong cho phép luu trir tit ca dif liéu theo dinh dang Unicode, chép nhan tAt
ca cac k¥ tu tiéng viét co6 dau.

Giao dién man hinh, céc thong béo 16i va trg giup la ngdn ngir tiéng viét theo
chuan TCVN 6909:2001 dua trén bang ma Unicode (ISO 10646), véi tro gitip cac bo
g6 Unikey, Vietkey.

Cac biéu tuong, hinh anh duoc théng nhét trong toan bd phén mém.

Cac man hinh cép nhét dir liéu vé co ban phai thong nhit vé cdc nut 1énh cling
nhu v€ mau séc, phdng chi.

Hién thi ngay theo dang DD/MM/YYYY va can giita.

Céac trudng thong tin dang text thi can 18 trai.

Hé thong phai cung cip giao dién tryc quan, than thién véi nguoi st dung va phu
hop ddi v6i cac nhém ngudi st dung khéac nhau.

Céc giao dién thiét ké mot cach don gian nhung hiéu qua cao vé thao tac, gidm
thi€u viéc m& qua nhi€u ctra so, hién thi va xur ly hinh dnh nhanh, mau sac khong gay
cam gidc nham chan cho ngudi sir dung va theo mot chuén giao dién thong nhat.

Tt ca cac ngay thang s& dugc luu véi 4 chit s6 cho phin Nam.

Céc thanh phén trong giao dién man hinh nhép liéu phai dugc focus tudn tu lién
tiép nhau khi thuc hién phim Enter.

d4u (*) bén canh dé phan biét.

Trong mdi man hinh cép nhat thong tin, cdc truong dugce phép cap nhat phai c6
mau khéac dé phan biét

Trong cdc man hinh nhdp s liéu, cdc truong bit budc phai nhap cin phai danh

3.8.7. Yéu cau vé tuan thi cdc tiéu chudn ky thudt vé img dung cong nghé thong tin
theo quy dinh cua nha nurée

Phin mém phai tuan thu cac tiéu chudn ky thuat vé tmg dung cong ngh¢ thong tin
theo quy dinh cta nha nudc nhu sau:

- Tuén thu Danh muc tiéu chuér} ky thuat vé ung dung cong nghé thong tin trong
co quan nha nudc theo thong tu s6 39/2017/TT-BTTTT ngay 15/12/2017 cia Bo
truong B Thong tin va Truyén thong;
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3.8.8. Cdc yéu cau ve kiem thir phan mém

Truéc khi trién khai van hanh chinh thic hé théng, don vi cung cap phan mém
phai phdi hop v6i Chu dau tu dé 1ap ké hoach va thuc hién kidm thtr chét luong, vén
hanh thir nghiém hé théng, dam bao hé thdng sau khi cai dat s& hoat dong an toan, 6n
dinh va hi€u qua theo dung nhu cau ngudi ding. Méi truong méy chu kiém thtr s& do
don vi trién khai chuén bi phu hop véi hé thong dé xut

3.8.9. Cdc yéu cau vé dao tao hudng dan sir dung, quan tri, van hanh va cdc cong tdc
khdc cé lién quan

Pé hé théng sau khi dugc trién khai c6 thé dugc van hanh, khai thac, quén trj hi¢u
qua, dap Ung yéu cdu ctia trudng, cong tac chuyén giao cong nghé déng vai trod rat I6n,
do vay can trién khai cac 16p dao tao @ trang bi kién thirc co ban va néng cao cho cic
cén bd cua nha trudong. Noi dung dao tao, chuyén giao cdng nghé bao gom:

+ Dao tao hudng dan cai dat, cAu hinh, quéan tri cho ngudi quan tri hé théng
phan mém.

+ Dao tao huéng dan st dung cho cac dbi tugng khai thac, van hanh, st dung.

- Péi tuong dao tao: Céc can bd chuyén trach vé CNTT; Céan bd nghiép vu cac
phong chuyén mon.

- Phuong thirc dao tao: Thuc hién dao tao Iy thuyét, sau d6 thuc hanh truc tiép
trén hé théng.

- Hinh thirc do tao: Dao tao truc tiép, tap trung, dao tao online

- Mdi truong dao tao: Pon vi thi cong can cung cip moi truong dao tao (may chu
cai dat img dung phuc vu dao tao, may tram thuc hanh danh cho hoc vién, hé théng
mang, thiét bi hd trg dao tao v.v.. .) phit hop véi muc dich dao tao va sé lwong hoc
vién tham du.

- Chuong trinh dao tao: MB&i chuong trinh dao tao phai dugc xay dung tai liéu dao
tao cu thé, riéng biét phu hop v6i ndi dung dao tao. Tai lidu dao tao cia mot khoa dao
tao dép tmg diy du noi dung cho phan dao tao Iy thuyét va thyuc hanh.

- Yéu céu phong hoc: St dung phong hoc tai Héi truong ¢6 san cia Trudng,
trang bi di may chiéu, man chiéu, nhitng phéan thuc hanh cin ¢6 may tinh cho hoc vién.

- Yéu cau giang vién: Méi 16p ¢6 01 giang vién chinh, 01 trg giang.
- Yéu ciu vé néng luc cn bd tham gia:

+ Cac can bd tham gia trién khai dé 4n phai c6 day du kinh nghiém thuc tién d6i
vé6i viée trién khai hé thdng phan cting, phan mém c6 quy mo tuong tmg nhu dé 4n.

+ Dao tao nguoi str dung: Nha thau c6 trach nhiém xay dung tai liéu dao tao va
hudng dan str dung hé thdng, phéi hop véi bd phén phuy trach CNTT ctia Truong trong
viéc t6 chirc cac 16p dao tao nguoi sir dung (cung cap giang vién)

+ Dao tao, chuyén giao k¥ thudt cho bd phén phu trach CNTT. Nha thiu c6
trach nhiém xdy dung tai liéu c4c quy trinh cai dit, trién khai hé thdng, quy trinh sao
luu va khéi phuc hé théng, quy trinh quén trj van hanh hé théng
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3.8.10. Cdc yéu cau vé bdo hanh, bédo tri

- Thoi han béo hanh: don vi trién khai phai cam két bao hanh téi thidu 12 théng
tinh tir khi san pham duoc ban giao, nghiém thu.

- Chu ddu tu, co quan, don vi quan ly, st dung san phidm cta dé 4n c6 trach
nhiém:

+ Kiém tra, phét hién sai hong dé yéu ciu nha thau sira chira, khic phuc, thay
thé. Truong hop nha thau khong dap tng duogc viéc bao hanh thi chu dau tu, co quan,
don vi quan ly, str dung san phdm cua dé 4n c6 quyén thué nha thiu khac thuc hién.
Kinh phi thué dugc lay tir tién bao hanh san phdm ciia d& an:

+ Giam sét va nghiém thu cong viéc khic phuc, stra chita, thay thé ctia nha thau;
+ Xac nhén hoan thanh bao hanh san phim ctia dé 4n cho nha thau,
- Nha thau c6 trach nhiém:

+ T4 chirc khéc phuc, stra chita, thay thé ngay sau khi c6 yéu cau cua chi dau fu,
don vi quan ly, sir dung san phidm cua dé 4n va phai chiu moi phi ton khic phuc, sira
chira, thay thé.

< chéi bao hanh trong céc trudong hop: Hu héng khong phai do 16i ctia nha
thau gay ra; chu dau tu vi pham quy dinh quan 1y nha nuéc bi co quan nha nudce co
tham quyén budc g& bé; sir dung san pham cta dé an sai quy trinh v4n hanh.

+ Nha thau phai bdi thuong thiét hai do 13i ciia minh gdy ra hu héng, su cb, sai

héng d6i v6i san phdm cua dé 4n ké ca sau thoi gian bdo hanh, tuy theo muc d6 vi
pham con bi xir Iy theo quy dinh cia phép luét.

+ Cung cép dich vu bao tri He¢ théng t6i thiéu 48 thang sau ngay két thuc dich
vu bao hanh mién phi H¢ théng.

+ Chi phi bao tri, bao dudng, ho trg van hanh, khai thac Hé théng hang nam sé&
duoc thuc hién bang hinh thirc thuong luong va ky két hop dong dich vu bdo tri va
khéng cao qua 17% chi phi déu tu phan mém.

- Trach nhiém cua co quan, don vi quan ly, str dung san phim cua dé 4n trong
viéc bao tri:

+ T chirc thuc hién bao tri san phém cia dé an;

+ Xac dinh chi phi béo tri trén co s& bao gia thi truong;

+ Chiu trach nhiém trudc phap luit vé viéc chét luong san phém cia dé an

’
A

xudng cap hay truc trac do khong thuc hién bao tri theo quy dinh
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IV. DU TOAN CHI TIET
1. Can cir lap du toan

- Nghi dinh 63/2014/ND-CP ngay 26/06/2014 cua Chinh phu Quy dinh chi tiét
thi hanh mot sb diéu cua Luat PAu thiu vé Ira chon nha thau

- Nghi dinh s6 73/2019/ND-CP ngay 05/09/2019 ctua Chinh pht quy dinh quén
ly dau tu mg dung cong nghé thong tin sir dung nguén vén ngan sach nha nuéc;

- Thong tu lién tich sb 19/2012/TTLT-BTC-BKH&DT- BTTTT ngay
15/02/2012 cta B tai chinh-B ké hoach va Pau tu-Bo thong tin va truyen thong
Huéng din quan Iy va st dung kinh phi thuc hién Chuong trinh quéc gia vé ung dung
Cong nghé thong tin trong hoat dong ciia co quan nha nudc;

- Théng tu s6 02/2015/TT-BLDTBXH ,ngay 21/01/2015 cua B$ Lao dong —
Thuong binh va X3 hoi quy dinh muc luong do1 v6i chuyén gia tu van trong nude lam
co s¢ du toan goi thiu cung cép dich vu tu van ap dung hinh thirc hop dong theo thoi
gian st dung von nha nudc;

- Théng tu sb 04/2020/TT-BTTTT ngay 24/02/2020 cua B Thoéng tin va
Truyén théng quy dinh vé lap va quan ly chi phi du 4n dau tu tng dung cong nghé
thong tin;

- Nghi dinh sb 99/2021/ND CP ngay 01/11/2021 quy dinh vé quan ly, thanh
toan, quyét toan du an st dung vén dau tu cong;

Quyet dinh s6 1595/QD-BTTTT ngay 03/10/2011 cua B9 trudng B Thong tin
va Truyen thong vé viée cong bé dinh mirc tao 18p co s& dir liéu trong hoat dong tng
dung cong nghé thong tin;

- Théng tu 194/2012/TT-BTC ngay 15/11/2012 cua BO Tai chinh vé viéc
Huéng dan mirc chi tao 1ap thong tin dién tir nham duy tri hoat dong thuong xuyén cuia
cac co quan, don vi str dung ngan sach nha nudc;

Quyet dinh so 1688/QD-BTTTT ngay 11/10/2019 ccua BY truéng BO Thong tin
va Truyen thong vé viéc stra ddi, bd sung Quyét dinh sb 2378/QD-BTTTT ngay 30
thang 12 nam 2016 cua Bo truéng B6 Thong tin va Truyén thong cong bb dinh murc
chi phi quan ly du an, chi phi tu vin dau tu ung dung cong nghé thong tin st dung
ngan sich nha nudc;

- Céc béo gi4 tai thoi diém 1ap du toan;

- Céc van ban lién quan kh4c.
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VL. PHUONG AN TO CHUC QUAN LY, PUA VAO VAN HANH VA KHAI
THAC HE THONG

1. H¢ thong mang va truyén din:

Thuong xuyén kiém tra hé théng mang va truyén din phai dam bao hiéu nang
cho céc ung dung, kha ning sin sang va c6 céc giai phap dé dam bao an toan hé thong.

+ Heé théng mang hoat dong lién tuc 24/24 (24x7x365), nhanh, 6n dinh va an toan,
dép trmg dugc yéu cau vé bang thong cho céc ing dung hé thdng.

+ C6 céc giai phap kiém soat viéc truy cap mang dam béo cic quy dinh vé an
ninh, cdc chinh sach bao mat.

+ Tuén theo céc tiéu chuin vé bAm day, dén nhan, chudn cp mang, cach thic di
day, d4u nbi, phén b nut mang.

2. Quan ly, khai thac st dung Internet:

- Kiém tra ha tang két ndi Internet dam bao hé théng khong bi tin cdng xadm nhap,
lay lan virus, phan mém doc hai tir bén ngoai; cling nhu ngan chdn, khong dé phat tan
virus, phin mém doc hai tir cac thiét bi ngoai vi khéc.

- Giam sat, kiém tra ndi dung va bang thong truy cép, ngan chan, dé xuét cac
bién phép xir Iy cac hanh vi vi pham.

- Hang nédm, cén bo duoc giao quén ly van hanh tham muu, d& xuét thué ducmg
truyén Internet dam bao téc do, bang thong cho hoat dong Hé thdng. Duong truyén
Internet cho Hé thong t6i thiéu phai tir 02 nha cung cap dich vu khac nhau dé dam bao
do du phong cao va tinh sin sang két ndi cho toan hé thong.

3. Sao luu, phuc héi dit lidu:

- Thuc hién luu trit ddy du cac dir liéu cia nguoi dung, tmg dung va hé théng.
Tuy theo tirng loai dir liéu, thuc hién lIwu trit dung va du thoi han, déam bao phuc hoi
nguyén trang khi cé su cd xay ra.

- Co quan vén hanh c6 trach nhiém xay dung va trién khai thuc hién Quy trinh
sao Iuu, phuc héi dit liéu du phong cho toan Hé théng.

- Dt liéu phai dugc phan loai dé Iuu trir theo thir tw wu tién vé mure do quan trong,
sao luu theo thoi gian, loai thong tin, noi luu trit. Pdi vé6i cac dit li€u quan trong phai
dugc luu trir t6i thiéu tai hai dia diém cach biét nhau.

- Dir liéu phai duoc kiém soat va ddi chiéu sau khi sao luu. Pdi véi cac di li€u
quan trong thuc hién sao Iuu dir liéu téi thiéu 01 tuan 01 I4n.

4. Bio mit h¢ théng:

- Duy tri, cdp nhét thuong xuyén déi véi hé thdng bao mat (thiét bi tuong Ita,

phin mém phong chéng virus, trojan, thiét bi phat hién va ngan chidn xam nhép trai

phép va céc thiét bi chuyén dung c6 lién quan khac) dé bao dam an toan, bao mét cho
Hé théng.
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- T4t ca cac may chd, mdy tram tai don vi phai dugc cai dat phén mém diét virus
dugc co quan quan ly phé duyét. Poi v6i cac thiét bi chua duge cap nhat phién ban
m&i nhat khéng dugc két ndi vao hé théng mang.

- Chuong trinh diét virus phai luén dugc cip nhat kip thoi cac ban stra 16, co sé
dir liéu cdc mau virus méi va phai duge dit & ché do quét thuong xuyén, quét khi co
két ndi voi cac thiét bi ngoai vi nhu: 6 cimg di dong USB, 4 cling gan ngoai va cac
thiét bi luu trir khéc.

- Nhitng mdy tinh dugc phét hién c¢6 virus phai dugc cach ly ngay khéi hé théng
dé tranh l1ay nhiém sang cac mdy tinh khac; dong thoi, phai c6 co ché phat hién kip
thoi viée 1ay nhiém, phét tan virus, phdn mém doc hai trong don vi va tai cac diém két
ndi ra bén ngoai.

S. An toan hoat dong

- Hé théng CNTT ctia don vi chi duoc dit cac thiét bi dang hoat dong phuc vu
véan hanh hé thong, tuyét déi khong dat céc thiét bi khac nhu: thiét bi héng, thibt bi ch
thanh ly, tiéu huy, tai liéu, vat ty, cc vat dung dé chay, nd.

- Hé thdng phai dam bao vé sinh cong nghi€p: mdi truong khd rdo, sach sg,
khong dot, khdng thdm nudc, khong bi anh néng chiéu roi truc tiép. Do 4m, nhiét do
dat tiéu chuan quy dinh cho cac thiét bi cong ngh¢ théng tin.

- Hé théng phong chdy, chita chdy phai dép ung theo tiéu chuin quy dinh, dugc
cép gidy phép cta Céanh sat Phong chéy va chita chéy, vira dam bao an toan tuyét ddi
cho toan hé thong thiét bi, vira dam bao an toan cho ngudi quén tri hé théng.

- He thong dién cdp phai 6n dinh, lién tuc va dugc trang bi may phét dién du
phong (néu c¢6) @& dam bao cho hé théng hoat dong trong thoi gian ngudn dién chinh
gap su cb. May phat dién dugc bao tri dinh ky dam bao hoat dong 24x24 (24x7x365)
d6i véi hé théng may chu.

- Hé théng diéu hoa nhiét d¢ phai dam bao nhiét do cho phong may chu theo
ding tiéu chudn quy dinh; He théng diéu hoa nhiét do phai duoc béo tri dinh ky dam
bdo hoat dong 24/24 (24x7x365) ddi véi phong may chu.

6. Quan ly phin mém ban quyén:

- C4c phan mém, chuong trinh Umg dung sir dung cho cho hé thdng phai c6 ban
quyén st dung theo ding quy dinh cta phap luat.

- Chi dugc cai dat va str dung cac phin mém da mua ban quyén. Cac phan mém
c6 ban quyén khac, phdn mém ma ngudn mé, phan mém mién phi phai dugc co quan
quan ly phé duyét trude khi str dung.

- Khong phat tan, chia sé phdn mém c6 ban quyén cua hé théng ra bén ngoai.

7. Quan Iy hd so lién quan dén hé théng

i

'
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- Danh sach céc loai hd so luu trit:
+ Quy dinh vé quan ly, trién khai, van hanh c4c hé théng.
+ Céc quy trinh van hanh k¥ thuét cac hé théng.
+ Céc quy trinh bdo hanh, bao tri, bao dudng hé théng.
+ Ho so thiét ké, thuyét minh k§ thuat, hoan cong.
+Hb so quén tri cac hé théng thong tin dién .
+ Hb so luu céc dich vu cung cip cho t6 chirc, c4 nhan.
+ Tai liéu, bién ban kiém tra, danh gid hé thé)ng.
+ Béo cdo quan tri hé théng, nhat ky van hanh hé théng.
+ Cac hd so, tai liéu k¥ thuat khéc.
- Hb so phai dugce luu bang van ban, tap tin ban mém trén may tinh va phai duoc
cap nhat khi c6 su thay d6i.
8. Xir Iy sur cb:

a) Khi phat hién c6 su cd, co quan véan hanh thuc hién céc bién phap co 14p va
xédc dinh nguyén nhén xay ra su c¢d theo nguyén tic han ché téi da anh huéng dén hoat
dong cla toan hé thdng; ddng thoi, phai thong bdo cho bd phén sir dung va cac co
quan, don vi c6 lién quan vé tinh hinh su cd.

b) Tuy thudc vao mirc d6 anh hudng cia su cb, danh gia va phén loai theo 03
mirc: sy c6 thong thuong, su cb nghiém trong va su ¢ dic biét nghiém trong.

c) Péi véi céc su cb thong thuong (khong gay dnh hudéng dén hoat dong cua hé
théng va nguol st dung), co quan van hanh nhanh chéng xir Iy su c. Trudng hop
khong xtr 1 dugc, thong bao co quan quan ly dé phdi hop giai quyét.

d) Péi véi cac su cd nghiém trong (cac su ¢ lién quan dén thiét bi mang, thiét bi
bao mat, may chu, dudng truyén dir liéu, co s dit lidu, cac su cb lién quan dén an ninh
thong tin, mat dit liéu, anh huéng truc tiép dén hoat dong ctia hé théng), ngay sau khi
phat hién su ¢d co quan vén hanh cin danh gia anh huéng cua su ¢ va thuc hién bao
c40 Vé co quan quén ly dé chi dao xu ly kip thoi.

e) Pbi voi cac su ¢cb dac biét nghiém trong (gdy ngung tré dén toan bd hoat dong
ctia Hé thdng), co quan van hanh va co quan quan Iy phai c6 danh gia 4nh huéng cua
su ¢ va thuc hién béo cdo ngay vé Uy ban nhan dan thanh phé dé chi dao xir ly kip
thoi.

f) Yéu cau dbi véi viéc xir Iy su ¢ can tuén tha cac nguyén tic:

- Phai tuan thu quy trinh xir Iy su cd.

- Pam bdo tuyét dbi an toan cho ngudi va thiét bi cua hé théng.

- Cac dir liéu quan trong phai dugc sao luu truée khi xir Iy su cd.

- Ghi nhat ky su ¢ k¥ thuat phat sinh tai chd.
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- Théng bao cho cac bén lién quan vé thoi gian khic phuc xong sur cd.

Xay dung céc kich ban nhitng nguy co xay ra su ¢ vé hé théng/phin mém va phuong
an phong ngira/khdc phuc su co

8.1. Bién phdp an toan vdan hanh

* Yéu cau chung

- Nha thau trién khai phai tu trang bi cdc phuong tién bdo hd cho nguoi lao dong
dé tao ra diéu kién thuin tién cho can bd clia minh, thich ung v6i mdi trudong xung
quanh va bao dam diéu kién lao dong tt nhét.

- Céc phuong tién bao ho cho ngudi lao dong khong gay ra cac yéu té nguy hiém
va c6 hai trong qua trinh lip dat. Phuong tién bao ho lao dong can dap g céc yéu cau
thAm my, cong nghiép.

- Phuong tién bao vé cin dam bao hiéu qua cao va thuén tién. Trong ting trudong
hop ctia mbi loai cong viéc, lua chon phuong tién bao vé phai tinh dén yéu ciu an toan
cho tirng cong viéc d6. Cac phuong tién bao ho dam bao cac chi tiéu an toan, vé sinh
lao dong.

* Yéu cau vé tudn thi cdc tiéu chudn ky thudat

Thi cdng dung theo yéu cu k¥ thuat, ddm bao chét luong cong trinh.

Mot yéu t6 quan trong nita 1a cong cu ding & lap dat ciing phai 1a cac thiét bi
chuyén dung va duoc sir dung ding chirc niang.

Cac thiét bi dugc dau tu 1a cac thiét bi chuyén dung, dat tién do vy trong qua
trinh thi cong can thuc hién dung céc quy trinh, quy pham cta nganh, ban vé thiét ké
thi cong xay lap va tai liéu huéng dan ciia nha san xuét.

Quy trinh di ddy phai dam bao ding k¥ thuat, cén than, chic chin ngay ngin va
cO6 my quan.

An toan trong vén hanh khai thac 1a mét tiéu chi quan trong cta thiét ké k§ thuét
thi cong.

Pon vi thi céng can lap phuong 4n an toan lao dong dé dam béo an toan cho
nguoi lao dong va thiét bi trong sudt qu4 trinh thi cong.

Khi lam viéc trén cao cin dung thang hodc dan gido va day treo an toan dam bao
an toan vé dién.

Khi thi céng trong phong c6 thiét bj théng tin dang khai thac can c6 céc phuong
4n dam bao tuyét dbi khéng 1am anh huéng dén su cb cho hé théng thong tin.

bam béo an toan thong tin va an toan dit liéu cta don vi khi chuyén ddi.

Trong qué trinh thi céng phai dam bao khong lam 4nh hudéng dén vé sinh méi
truong ¢ khu vuc thi cong cong trinh va noi cdng cong

4z
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* An toan dién, an toan thiét bi

- Khi thi céng, bd tri cdp ngudn dién phai riéng r& dé c6 kha nang cat dién toan
bd phu tai dién trong pham vi timg hang muc cong trinh hay mét s6 khu vyc san xuat.

- Viéc thdo d& day dan, sira chita hiéu chinh thié€t bi dién phai do cong nhan dién
c6 trinh do vé k¥ thuét an toan dién thich hop voéi tirng loai cdng vi€c tién hanh.

- Céc thiét bi dién di dong, may dién cam tay va dén dién xach tay khi néi vao
luGi dién phai qua 6 cam, phich cam hodc cau dao dién. Viéc dau, ndi phai théa man
cac yéu cau vé k¥ thuét an toan dién.

- Trudc khi 1ap rap va stra chita dién hay thi€t bi, phai cét cdu dao cap dién cho
khu vuc thao tac va tai cau dao do treo bang “Cam déng dién! C6 nguoi lam viéc™.
Néu cau dao d6 nim ngoai tram bién 4p (cau dao phan doan, ré nhanh) ngoai céc bién
phap trén phai tiép dat va ngan mach céac pha phia dau ngudn, cac ngudn c6 kha nang
dan dong dién téi.

- Céc dung cu cam tay: Khoan dién, deén xéch tay...can phai thuc hién cac yéu cau:

- Trude khi cap phat dung cu méi phai kiém tra cach dién véi vo, thong mach noi
dat, Xem cau tao bao vé€ cd phu hop véi dicu kién sir dung hay khong. Nghiém cam st
dung céc dung cu dién cam tay c6 dau hiéu hu hong.

- Trude khi str dung cac dung cu dién cim tay, cong nhan phai thuc hién kiém tra
cac mach noi dat, céc chi ti€t quay, tinh trang cia chdi than vanh gop.

- Céc cau dao dién, may tu ngdt phai c6 vo hodc hdp bao v€, cac phan dan dién
cua thiét bi dién can dugc cach ly, c6 hang rao che chan, cé bién phap ngin ngira
nguoi khdng c¢6 phén su ti€p xtc véi nd.

- Khi str dung thiét bi, duong day dién can tranh kha nang phat néng do qua tai
hoac cac modi noi khong tot.

* An toan cho thi cong

- Pho bién kién thirc cho cong nhan vé van d€ an toan lao dong, an toan dién, an
toan chéay no. Noi quy cong trudng.

- Trang bi cho cong nhéan cc phuong tién bao vé can thiét cho qua trinh thi cong.
- Thudng xuyén kiém tra cac phuong tién phong ho trude va trong khi st dung.
- Trong qué trinh thi cong, phdi hop vé6i cac don vi khac dé c6 bién phap ngan
chin hoéa hoan, mat an toan lao dong.
* Tudn thu ngi quy thi cong.
- Phéi hop v6i chit du tur trong cong viée thuc hién ndi quy chung.

- Xur ly sai pham ndi quy theo nhu quy dinh cta cong trinh.

g
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8.2. Cdc bién phdp phong, chong chdy né
* Yéu cau trong khu viee thi cong

- Mdi truomg khé rao, sach s&, khong dot, khong thdm nuéc, cac trang thiét bi lap
dat khong bi anh néang chi€u roi truc ti€p. Do am, nhiét do dat ti€éu chuan quy dinh cho
cac thiét bi tin hoc.

- Dién tich phong phai dam bao du dién tich, chiéu cao dé bb tri dui cAc trang thiét
bi CNTT va ha tang k¥ thuat chung;

- Bé tri céc thiét bi phong chéng chay nd can thiét tai dia diém thi cong;
- Kiém tra khu vuc thi cong dam bao khong c6 vat dung dé& chay nd;

- Cim mang vat dung dé chay nd vao cong trinh — trudng hop vét dung phuc vu
cho thi cong can dam bao an toan st dung;

- Kiém tra ngudn dién tai khu vuc thi cong dam bao khong xay ra va dép giy
chap, chay nd dién;

- Yéu cdu cén bo thi cong tuyét d6i tuan thu cac quy dinh vé an toan chay nd, kip
thoi t6 chic phong chong chéy nd tai chd dong thoi bao céo kip thoi cho don vi phong
chéng c6 chirc ning dé hd tro kip thoi;

* Yéu cau doi véi can bé, cong nhan thi cong

- Toan bd cén bd k¥ thuat, cong nhan thi cong tham gia déu dugc dao tao tai cac
truong nghi€p vu chuyén nganh & cé chimg chi chuyén mén phu hgp véi qui chuan
hién hanh ctia nha nudc.

- Toan bd can by ky thuat, cong nhan thi cong duge trang bi diy du cong cu
chuyén dung, trang bi bao ho theo ding dic diém cong viéc duge giao.

- Can b0 ky thudt, cong nhan thi cong (tuy theo timg cép d0) 1a ngudi truc tiép
kiém tra va chiu trach nhiém vé k§ thuét va an toan.

* Quy trinh gidi quyét sw c6

- Trong qua trinh thuc hién dau tu dbi voi cac hang muc dau tu trong pham vi dé
&n nay néu su c6 xay ra nha thau thi cong va céac don vi lién quan ¢ trach nhiém sau:

- Ngimg thi cong, vén hanh hodc khai thac, st dung mot phan hodc toan bd hé
thong CNTT;

- Thuc hién cac bién phap k¥ thuat can thiét dé ngan ngira cac su ¢ ¢o thé tiép
tuc xay ra va dam bao an toan cho ngudi va tai san; bén canh d6 nha thau tr vin giam
sat phdi hop véi chu du tu 18p bi€n ban hién truong va thong bao kip thoi cho céc td
chire, ¢4 nhéan ¢6 thdm quyén theo quy dinh hién hanh cia Nha nudc;

- Nha thau thi céng ph01 hop véi nha thau tr vin gidm sat 14p bao céo nhanh su
cb hé théng CNTT theo mAiu tai phu luc I thong tur 02/2011/TT- BTTTT ngay 4/1/2011
ciia Bo Thong tin va Truyén théng vé € “Quy dinh ndi dung giai quyét su cd trong qua
trinh thuc hién dau tu, bao hanh, van hanh cac du an img dung CNTT st dung nguon
v6n ngén sach Nha nude” va giri bdo cdo nhanh cho chu ddu tw, don vi thu huéng dau
tu (chu s& hiru hodc chu quan ly, str dung san phdm cia du 4n);

- Bao v& hién trudng, trir truong hop phai giai quyét khin cip dé han ché thiét hai;
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Tién hanh cac budc xir ly, khic phuc su ¢ theo quy dinh trong thong tu s6:
02/2011/TT-BTTTT ngay 4/1/2011 cua B6 Thong tin va Truyén thoéng vé “Quy dinh
nodi dung giai quyét su cb trong qua trinh thuc hién dau tu, bao hanh, vin hanh cac du
an tmg dung CNTT sir dung ngudn vén ngan sach Nha nuéc”.

9. Kiém tra dinh ky:

a) Co quan quan ly t6 chirc kiém tra viéc tuan thu cac quy dinh vé quéan ly k¥
thuat, trlen khai, van hanh va khai thac sir dung Hé thdng theo cac quy dinh tai Quy
ché nay t6i thiéu 06 thang mot lan.

b) Céc nodi dung kiém tra:
- Viéc bao dam cac diéu kién vé méi trudong cho hoat dong ciia Hé théng.
- Tinh hinh sir dung thiét bi, sir dung tmg dung ctia hé théng.

- Hoat dong cua hé théng may chu, may tram, cac dich vu (cép nhat cac ban sira
16i, dung lugng 6 cimg, hiéu ning sir dung va cac hoat dong c6 lién quan).

- Tinh hinh an ninh bao mat hé théng, danh gia hiéu qua (kha niang phat hién va
ngin chin) cia hé thong bao mit.

- Kiém tra cong tac sao luu, luu trir, phuc hdi dix liéu.

- Quén 1y ho so: ghi nhat ky, cap nhat, téng hop thiét bi, béo cdo,..

- Viéc tuéin thu cac quy dinh khac néu tai Quy ché nay.

¢) Céc van dé phat hién sau khi kiém tra phai dugc tong hop, danh gia phan tich

mirc do anh hudng véi hoat dong ctia Hé théng va giao co quan vén hanh 1ap ké hoach
khic phuc xtr Iy.

10. Bio vé thong tin ca nhan:

Nghiém cdm viéc sir dung, phat tan thong tin c4 nhan do Hé thdng nim giit (cac
thong tin c4 nhén trén duoc thu thap, xtr Iy theo Piéu 21 cua Luét Cong nghé thong tin
ngay 29 thang 6 ndm 2006) vi muc dich vu loi, vi pham quy dinh phép luét hién hanh;
trir cac yéu cau dic biét cia co quan chirc ning c6 thdm quyén.

11. Quén ly mit mi hé théng:

- Thu truéng co quan vén hanh Hé théng c6 trach nhiém quan ly hé théng mat
ma quan tri cia Hé thong va giri 01 (mot) ban in hé théng mat ma quan tri hién hanh
cho vao phong bi, niém phong, dan kin giri vé luu trit theo ché do “Mat” tai co quan
quén ly.

- M4t ma phai bao dam do phc tap vé d6 dai, ndi dung, thoi gian sur dung:

a) b6 dai ciia mat ma:

- D6i v6i mat ma cua nhan vién va ngudi st dung (dung dé dang nhép thu dién tu,
Ung dung nghiép vy, mdy tinh c4 nhéan va céc tmg dung khéc): ti thiéu 1a 08 ky tu.

- Béi v6i mat ma quan tri hé thdng (st dung cho quan tri cac hé théng mang, bao
mat, may chu, thu dién tir, tng dung dung chung): ti thiéu1a 11 ky tu.
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b) N6i dung méat ma:

- Khdng bao gdm céc tir d& nhé nhu: tén, ngay thang nam sinh, s6 dién thoai.

- P4i v6i mat ma quén tri hé théng phai bao gém céc loai ky tu sau: chir céi in
thudng, chir cai in hoa, ky tu dic biét, sd.
¢) Thoi gian st dung mat ma:

Déi voi mat ma cia nhan vién van hanh, cia ngudi quan tri hé thdng (khong phai
admin) dinh ky phai duoc thay di it nhit 03 thang mot 1an. Truong hop c6 thay dbi vé
nhan su hodc yéu cu ting cudng bao mat vé an toan an ninh thong tin thi Thu trudng
co quan van hanh Hé théng quyét dinh viéc thay dbi toan bd mat khéu quan tri cua Hé
théng.

d) Quy dinh luu trir mat ma:

- Khong luu trit mét ma trén may tinh c4 nhan, cac thiét bi dién tur.

- C4c tai li€u lién quan dén mat ma dugc xem 1a tai lidu tdi mat, khong soan thao
trén may tinh c6 ndi mang Internet.

- Cén bd quan tri hé thdng khong sir dung trinh duyét dé truy cp Internet tir cac
may chu thuéc Hé thong.

12. Kiém soat truy nhap va xac thwe:

a) Viéc quén ly, x4c thuc nhan vién, ngudi st dung truy nhép trén hé thdng phai
dam bao déy du thong tin, bao gém: ho va tén, chtrc vu, bd phan cong tac, thu dién tur
trén hé théng xac thuc ngudi ding.

b) Cép phat quyén truy cap, st dung va khai thac ung dung, tai nguyén thuéc Hé
thdng phai dam bao chat ché, dung muc dich sir dung. Mdi nhan vién Hé théng chi

dugc cAp mot tai khoan va duoc phén quyén du dé thuc hién nhiém vu dugc phén cong.

¢) Tam dimng quyén sir dung dbi véi tai khoan da duoc dang ky trén hé théng
nhung khong lam viéc trong hé thong tir 30 ngay tré én.

d) Gi6i han sb lan dang nhap khong thanh cong vao hé thdng la 05 1an. Sau 05
lan khong dang nhéap thanh cong, tai khoan s€ bi khoa trong thoi gian 30 phut.

e) Phat hién va xtr 1y kip thoi nhitng trudng hop nguoi ding truy nhap bat hop
phap hodc thao tac vuot qua gidi han cho phép.
13. Phwong 4n bio hanh bao tri hé thong sau diu tw

- Nha thau t6 chtrc cung cép trién khai hang hoa c6 trach nhiém bao hanh, bao tri
san pham theo dung thoi gian quy dinh ctia hop dong.

- Hét thoi gian bao hanh béo tri: Thué don vi ¢6 ning luc kinh nghiém trién khai
hang muc bao tri hé théng theo ding quy dinh. D& xuét chi phi thuc hién theo kinh phi
thudng xuyén ctia don vi khong dua vao chi phi ctia dé an.

o
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14. Quan Iy h so lién quan dén hé théng
a) Danh sach cac loai hd so luu trit:

- Quy dinh vé quan 1y, trién khai, van hanh céc hé thdng.
- Céc quy trinh van hanh k¥ thuét cac hé thng.
- Céc quy trinh béo hanh, bao tri, bio dudng hé théng.
- H6 so thiét ké, thuyét minh k¥ thuat, hoan cong.
- Ho so quan trj cac hé théng thong tin dién tir.
- Ho so Iuu céc dich vu cung ca"ip cho tb chirc, ca nhan.
- Tai liéu, bién ban kiém tra, danh gi4 hé théng.
- B4o céo quan tri hé théng, nhat ky véan hanh hé théng.
- Cac h so, tai liéu ky thuat khéc.
b) Ho so phai duoc luu bang vin ban, tap tin ban mém trén may tinh va phéi dugc cap
nhét khi c6 su thay doi.

SN
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VIL. CAC PE XUAT, KIEN NGHI

Viéc trién khai dau tu thuc hién d an “Phat trién hoat dong tng dung cong
ngh¢ thong tin Trudong Pai hoc Y Duge Thai Binh” dé dap ting cac yéu ciu vé nghiép
vu hang ngay trong cong tac van hanh va quan ly Truong la can thiét, phu hop. Viée
trién khai sém hé théng nay sé hd trg dic luc cho hoat dong quan ly chuyén mon cua
Trudng.

Hé théng khi duoc thiét lap s€ tao tlen dé va timg budc hién dai hoa hoat dong
nha trudng, dap ung kip thoi xu thé phat trién ngay cang da dang, phuc tap va dan xen
nhiéu hoat dong qua lai voi nhau véi khéi lugng trao d6i vé thong tin da chiéu; timg

budce dap ing voi xu thé hoi nhap véi viée 4p dung cac nguyén tic va tiéu chuin chung
trong viéc phét trién Truong trong khu vuc va trén thé gidi.

Ex:




